Multilateral Cooperation on Export
Controls

“The current unilateral system isthe worst of al possible worlds. When the U.S. denies

permission...to sall abroad, and our alies step in and make the same sale, our nationa

security isn't protected—and our nation’s competitive position is harmed.”
—Congressman Christopher Cox*

The multilateral
framework for export
controls consists of
the Nuclear Suppliers
Group, the Missile
Technology Control
Regime, the Audtralia
Group and the
Wassenaar

N v v anAAmA~nt

During the Cold War, the United States led the Western world in establishing a
systematic process to keep advanced technology out of the hands of the Soviet
Union and its dlies. Actudly two separate systems emerged. One was a
comprehensive arrangement to keep military equipment and militarily relevant
commercid equipment out of the hands of the Soviet Union. During the 1980s and
1990s, a pardle arrangement developed to prevent the proliferation of knowledge,
equipment, and relevant materias that could be used to build unusudly dangerous
wegpons-chemica, nuclear, and biologica wegpons, and long-range missilesto
deliver them. This second system was designed to limit the proliferation of these
technol ogies and equipment from leeking to a much larger set of countries.

Four regimes-the Nuclear Suppliers Group, the Missle Technology Control
Regime, the Augtrdia Group, and the Wassenaar Arrangement—provide the
multilateral framework for export controls? The latter organization controls the
export of information technology. Wassenaar d<o differs from the othersin that it
focuses on generd- purpose industrid equipment and conventiona arms rather than
on wegpons of mass destruction.

The nonproliferation regimes have broad and sustained mulltilateral support and
have worked hard to establish an international norm that supplying missile or rocket
technology for military purposes is unacceptable behavior for states. The
multilaterd regimes for missiles, nuclear, chemicd, or biologica wegpons are
effective in making it more difficult for proliferators to acquire key technologies.
The regimes have afocus on crucid components and specidized production
equipment. Thereisbroad political support from member sates for the misson,
and the regimes have focused, agreed gods.

The members of these regimes have chosen not to control computers.® Computer
controls began with CoCom—a Cold War arrangement devel oped to ensure
NATO's quditative edge over the Warsaw Pact forces numericd advantage in
military equipment. The United States created computer controls in the days of
large, expensive mainframes that were difficult to trangport and whose primary use
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was for research. CoCom controls predate the rapid, continuous expansion of
computing power that began in the 1990s.

CoCom'’ s successor, the Wassenaar Arrangement, retained computer controls.
Thisregimeis by any measure adifferent kind of regime than its nonproliferation
counterparts. Unlike CoCom, there is no agreed threat for Wassenaar members.
Unlike the nonproliferation regimes, most of the items controlled by Wassenaar are
widely traded and a part of norma commerce. Digputes between the United States
and its partners are frequent, reflecting wide disparitiesin foreign policies. Many
disputes have been over information technology, resulting from the lack of a
srategic rationae for continued controls and by the U.S. penchant for amending
nationa controlsin advance of consulting its partners.

Wassenaar controls four categories of information technology: telecommunications,
encryption, microprocessors, and computers. CoCom controlled these same
categories. The trend in Wassenaar is to decontrol these technologies. Over the
past five years, most information technologies other than computers and

mi croprocessors—software, telecommunication switches, fiber-optics, software—
have been released from multilateral control and are now exported fredly to dl
destinations (except Iraq) by European, Japanese, and non-Western
manufacturers. Wassenaar member states argue that dthough control had been an
appropriate part of economic warfare againg the Soviet bloc, information
technology is now aroutine part of normd civil commerce and control is no longer
judtified.

Wassenaar began by decontrolling telecommunications equipment in 1995,
including the switches and fiber-optic technologies that form the backbone of large
computer networks, in the face of intense pressure from Germany with support
from France and Japan and despite vigorous opposition by the United States.* In
1998, Wassenaar members pushed for the decontrol of encryption software
because it was widely available and essentid for €ectronic commerce. The United
States origindly blocked decontrol, but found that athough it could prevent
Wassenaar from taking encryption software off the multilatera control ligt, it could
not prevent countries from exporting most encryption products under some form of
automatic approva to dl destinations. In 1999 and again in 2000, the United
States acceded to partia decontrols for encryption.

Wassenaar members argue that there is no longer a strategic rationae for computer
and microprocessor controls. The Netherlands, Germany, and the United Kingdom
have been leading advocates of decontrol. Wassenaar rejects the argument that
controls on microprocessors and computers are needed to ensure that they do not
go to “pariahs’ like Iran—members argue thet thisisa U.S. effort to force them to
cooperate with the U.S. unilateral embargo on terrorist nations.” The debatein
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Wassenaar has turned from controls on hardware and end-items (despite U.S.
objections) to the question of whether and how to control production equipment
for information technologies (such as photolithography) and the technical expertise
to build these products.®

Similar problems have dogged the bilateral supercomputer regime the United
States created with Japan. In the 1980s, the United States decided to supplement
CoCom with a bilateral arrangement with Japan to control supercomputers. This
arrangement made sense, as Japan and the United States had the largest computer
industries and built the most powerful computers. The bilaterd arrangement
involved a prior consultation process where each country would notify the other
before approving the export of a supercomputer and an agreed set of conditions
and safeguards that would be applied to exports.”

Over time, poor coordination and the lack of a strategic rationale have eroded the
bilateral regime. Firgt, asthe U.S. share of the high performance market increased
disproportionately, dmost dl of the prior consultation conssted of America's
notifying Japan of itslicenses. In the padt five years, Japan has not submitted any
licenses for review, according to the Department of Commerce, and has never
objected to a proposed U.S. export. Second, U.S. intransigence in Wassenaar
over reforming control on information technology irritated the Japanese, who
suspected that the United States must have acommercia motive rather than any
military or nonproliferation god. Findly, Japan was increasingly frudtrated by the
U.S. habit of falling to consult in advance of changesto its nationa computer
controls, despite a clause in the bilateral agreement that required such advance
consultation.

Japan has asked to terminate the bilateral supercomputer agreement, as it no longer
has any strategic rdlevance. Given the limited utility of the bilaterd regime, agreeing
to end it only requires structuring the termination in away that does not damage
other areas of Japan’s export control authorities. This may require keeping some
arrangement where Japan would agree to continue to control computer exports to
countries like Iran, Libya, and North Korea.

In the current climate of very limited multilateral cooperation, the United States
would be hard-pressed to keep information technology out of the hands of
potential opponents even if computing power had not become ubiquitous. Could
we rebuild cooperation? Absent a common drategic rationde, this would be
difficult. The Europeans are loath to support the embargo of Iran and have
explicitly rgected a new embargo on China. The United States would aso face
difficulties in persuading others to recontrol commodity-level items (such as
microprocessors, workstations, and servers) when the strategic and
nonproliferation rationae for such controls has been widdy discredited.
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The Question of M TOPS

“MTOPS isan outdated measure....”
—General Accounting Office®

The core of CoComt+based controlsis MTOPS—a measure of computer
performance created in the early 1990s. The term is not used by industry or
science, but was developed solely for export control purposes. The MTOPS
system has come under some pressure as the government has been forced over the
past decade to make drastic increasesin control levelsto avoid having to license
millions of commodity-level computers. The rapid advance of microprocessor and
computer technology means that system performance increases faster than export
controls can follow.

MTOPS are increasingly useless as a measure of performance. The MTOPS
metric does not accuratdly reflect the performance of the information technology on
the market today. Microprocessors of smilar performance capabilities can have
vadly different MTOPS ratings. MTOPS is a static measure that does not work
for measuring the performance of networks or clustered systems, which can
increase rapidly as new chips or computers are added. Government and industry
have explored severd dternatives to MTOPS—none have been satisfactory.
Appendix A briefly reviews some of the dternatives.

No replacement has proved satisfactory because MTOPS serves asystem that is
no longer congruent with technology. MTOPS or any other benchmark needs to
be continuoudy updated as microprocessors and computers improve. More
important, all hardware performance benchmarks fail to measure computing power
derived from networked computers. Benchmarks made sense when asingle,
stand-aone box was the source of computing power. They areincreasingly
irrdlevant in aworld of computer networks where the network performanceis
dynamic—increasing as improved software or uncontrolled hardware is added.
Neither MTOPS nor any other parameter congtitutes an inadequate measure of
system performance. The best dternative may be to smply eiminate MTOPS, and
with it, the dua- use controls inherited from CoCom.

The MTOPS metric was created as an eement of amultilateral dual-use control
system, and its end shoud aso be multilatera. The United States can gain some
credit by proposing in Wassenaar to end MTOPS-based hardware controls. With
anew adminigration in office, the United States has an opportunity in \Wassenaar
to repair some of the damage of the past five years. It may wish to include with the
proposa to eliminate controls on computers the idea of a broader reexamination of
the remaining information technologies controlled by Wassenaar. Such a proposal
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could fit into alarger (and necessary) reexamination of the regime and its purposes.
An adroit handling of the U.S. proposd in Wassenaar could provide the United
States with aquid (albeit asmall one) to trade for support for other initiatives.

It is possible, given the history of negotiations in Wassenaar, that if the United
States proposed the dimination of MTOPS-based controls, one or more nations
(such as Russia) would move to block any change soldly to damage U.S. interests.
The United States must take the necessary steps to prepare other nations for a
change in policy and be prepared to escalate the matter to senior-leve atention at
the Wassenaar Plenary to counter any mischievous action.

The Effect on U.S. National Security

“The things which give military forces their fighting capability are
changing, and these changes point toward a qualitative jJump in our
ability to use military force effectively.”

—William Owens, “The Emerging U.S. System-of-Systems”®

The widespread availability of computing power is part of alarger trend identified
by the Defense Science Board Task Force on Globalization'®—the global diffusion
of technology. This trend could degrade U.S. nationd security unless the United
States takes effective in response.

Many potentid adversaries redize that this trend toward greater access to
technology can provide them with advantages and that information technology can
be used as awegpon againgt the United States, though they also fear that a globa
information network will erode their politica control. Their military goas are not to
achieve grategic parity with the United States (dthough force modernization figures
highly with al potential opponents), but instead to develop the ability to disrupt or
deny the United States its power projection cagpabilities that dlow it to insert a
rapid and powerful military presence in their region.

Two developmentsin particular have shaped this new chdlenge. Firg, the
experience of the Perdan Gulf War made militaries around the world redlize that
they needed to change. In the conflict with Irag, the United States used a
combination of ar- and space-borne sensors, arobust communications network,
and precision targeting (through either smart weapons or through ordinary
munitions targeted with the Globa Postioning System, or GPS). Thiswasnot a
digitd battlefidd, but it had many digital eements connected by human interfaces.
Iragi forces found it difficult to compete with an opponent well supplied with space
sarvices for navigation, communication, and remote sensing, a superior
communications network, and arange of interfaces. Potential opponents around
the globe learned from this that they needed to modernize their forcesto remain
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credible and, more important, had to look for new vulnerabilitiesin U.S. forces
created by this high-tech mode of combat.

The increasing reliance of the U.S. government and economy on computer
networks aso offers anew and tempting target. Many of these U.S. systems are
accessible from the globa computer network. The Internet enables instantaneous
globa communication, but also creates anew potentid for access and, with this,
new risks. Most computer networks are built with vulnerable technologies desgned
to dlow easy access. Thisisthe legacy of an open, unencrypted network oriented
toward easy compatibility and the rapid growth and diffuse technologies that mark
the globd Internet.

The tools needed to exploit these vulnerabilities are, for the most part, easy to
produce, globally available, and cheap. The United States could face greater risk
from network vulnerabilities than it does from the potentia contribution of high
performance computers to weapons production—the traditiona concern over
information technology exports. Network vulnerabilities are an area of risk that
potential opponerts are aware of and will attempt to exploit. To defend against
these new risks, the United States must ook at networks and software gpplications
more than the hardware of high performance computing.

The security implications are profound. Firgt, the United States does not want to
become complacent in its use of policies that were effective in the last war. These
may not be the best response to new combinations of technology and doctrine that
will be used by our opponents in the next war. Second, access to computing
power does not trandate automaticaly into military advantage. It is how anation
uses computing power that isimportant. Information technology will provide an
advantage to those forces that are successful at “combining new doctrine and
concepts of operation, innovative organizationd structures, and more responsive
command and control capabilities with advanced wespons systems”

Third, the United States has, for now, an advantage in the use of information
technologies. The size and leved of development of U.S. forces and its economy
provide this advantage by giving the United States greater opportunities to exploit
information technologies. No other nation has the range of sensor capabilities, for
example, that the United States possesses, and therefore no other nation will gain
as much from integrating sensor dataiinto military networks.

Unique U.S. software applications based on years of operationa experience and
(in some instances, extensive testing) provide a considerable advantage.™ This
specidly developed software is not available on the commercid market and,
despite strong software industries in many other countries, not easy to duplicate
without access to specialized data. Much of this U.S. softwareis classified and
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considered a munition for export control purposes. The United States retains
unique advantages in military software. A new poalicy for information technology
should focus on this dement of the equation, strengthening controls on specidized
software and databases and seeking to extend U.S. advantage by developing
eciadlized new software applications™

Fourth, although policies that attempt to deny access to information technology
hardware by potentia opponents are no longer effective, there are politica and
diplomatic benefits to technology denia. These political and diplomatic benefits
must be carefully weighed againgt the potential cost to U.S. economic and
technologica strength. Export controls have been a useful diplomeatic tool in the
past, and as part of any restructuring of controls, the United States needs to
consder if for these purposesit needs to find dternatives to Cold War export
controls.

The United States faces new security chalenges because of the unavoidable
diffuson of technology. Given the U.S. emphass and rdiance on information
technology, potential opponents are exploring how to access to these technologies
to exploit potentia vulnerahilities. Technology denid, dthough of benfit for the
Cold War and 4till of benefit for core eements of weapons of mass destruction, is
increasingly ineffective for genera purpose commercid items sold in globa

markets. The United States could increase the risks it facesiif it relies on atempting
to deny access to commercid technology. It must instead emphasize how to
minimize its new vulnerabilities and how to take advantage of the new technologies
to outperform potential opponents.

Post-CoCom Export Controls

The United States controls exports of information technologies in four ways—firs,
by controlling computers and information technology specialy designed for military
use as munitions. Second, computers and information technology are subject to
unilateral sanctions and embargoes on countries like Iran or Cuba. Third, the
Enhanced Proliferation Control Initiative (EPCI) gpplies to computers sought for
proliferation-related uses. Findly, the United States controls genera- purpose
computers as dua-use exports, based on its commitments in CoCom and the
Wassenaar Arrangement, using a complicated system of MTOPS levels and
country tiers. It isthislast category of controls that has outlived its usefulness,

U.S. controls on generd- purpose computers involve a complex array of license
exceptions, MTOPS thresholds, and country tiers. For countriesin thefirst tier
(alied and friendly countries), there are essentidly no redtrictions. For the third tier,
which includes countries like Iran and Cuba, redtrictions are effectively al-
encompassing. For amiddle country tier condsting of potentia opponents,
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proliferators, and countries in unstable regions, the licenaing threshold is determined
through a process that involves estimating which microprocessors and computer
sysems are likely to come on the market in Sx months and what foreigners can
produce. The Department of Commerce reports thet it receivestwo licenses a
month under this system.

These controls have conflicting tasks: dlow U.S. and foreign companiesto sdl a
broad range of computers to a globa market while maintaining restrictions on
military-related recipientsin asmall set of countries. Ragpid increases in mass-
market computing technologies have made this gpproach increasingly difficult to
implement, as has the lack of internationa cooperation. The Clinton adminigtration
sreamlined the controls substantialy in 1996, 1999, and 2000, but these changes,
athough beneficid, only postponed the need for a fundamenta reevauation.

If CoCom-era controls were eliminated, three sets of controlswill still gpply to
exports of information technologies. Munitions controls will apply to sysems and
software specidly developed for military purposes. Work by the Department of
Defense recommends that munitions controls focus on critical nationa security
applications developed specificdly for the military and that the United States use
additional techniques (such as software protection technologies) to safeguard these
applications.

For genera- purpose information technology, the most important authority the
United States will retain isits “catch-al” contro—EPCI. “ Catch-dl” controls, as
their name implies, gpply to any export when the intended recipient isa
proliferation-related entity. EPCI controlswill continue to alow the United States
to stop U.S. firms from exporting information technologies at dl performance levels
to proliferators without the need for MTOPS-based controls.

The United States created EPCI in response to Iragi effortsto acquire itemsin the
United States for usein WMD fadilities.™* The multilateral nonproliferation regimes
did not control these items, and the licensing process could not stop their export,
50 the normd process of export controls was ineffective in sopping them. The
solution to this problem wasto create “ catch-al” controlsin 1990. EPCI, an
essential authority for the United States, applies to both goods ands services and
should remain an essential eement of export controls on information technology.

EPCI hasthree dements. Firg, it dlows the government to stop any shipment of
any item going to questionable end-users for proliferation-related purposes. Under
EPCI, the United States can impose licensing requirements on exports and
reexports of normally uncontrolled goods and technology where thereisarisk of
diverson to WMD or missile proliferation. This remains asimportant asit wasin
the early 1990s.
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Second, EPCI gives the United States the authority to “inform” an exporter that a
foreign entity isineligible to receive U.S. goods without prior gpprova. The
informing process can occur through a letter either to the U.S. exporter or through
publication of an entity or list of entitiesin the Federd Register Notice. Once the
United States ligts an entity, exporters must obtain a license before sdlling to these
entities. This authority aso remains essentid.

Finally, EPCI requires exporters to screen potentia salesto avoid transfersto

WMD programs. Exporters must apply for alicense whenever they “know or have
reason to know” the export could be associated with WM D-related activities.
Screening isthe least effective part of EPCI and the part most in need of repair.
Improved EPCI screening requires a more focused approach to countries and
items and a grester flow of information from the government to exporters.

The raison d' etre for EPCI isthat the government has knowledge about a potentia
diverson to aWMD-rdated activity that the exporter lacks. The provision of
information on proliferation projects to exporters should be the cornerstone of
EPCI, but the somewhat formalized EPCI process that has grown up in the last
decade is inadequate at supplying the names of entities of concern. There are
severd methods for expanding the transfer of knowledge about proliferators from
the government to the private sector.

The primary vehicle for providing exporters with information about end- users of
concern isthe Entity Ligt, which is published in the Federal Register. The current
Federal Register process at times seems better suited to limiting informeation
available to exporters than providing an adequate list. Intelligence experts agree
that 200 to 300 entities in perhaps a dozen countries are directly involved in WMD
proliferation. Without counting those entities placed on the list by sanctionson
India, the Entity List has gpproximately 50.*

The chief problem with expanding the U.S. ligts lies with interagency coordination.
The Intelligence Community seeks to protect sources and methods, and the State
Department seeks to protect diplomatic relations. The sources and methods
problem can usudly be resolved. Diplomatic concerns are more difficult. Publishing
the “Entity Lig” in the Federal Register ensures diplomatic problems and limitsthe
government’ s ability to provide timely or adequate information on proliferators.

The exigting process hes become unwieldy and should be buttressed with
additional processes for information sharing. These processes should include
expanding the entities list to a credible number, broadening agencies outreach
activities on proliferation, and dtering the “isinformed” processto increase
dissemination of questionable recipients. To reinforce the Entity Lig, the United
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States could add names taken from other public lists. The UK’ s Department of
Trade and Industry has an Entity Ligt that is more complete than the U.S. ligt for
some countries. The list is not published, but is provided to exporters on an officid
basis. U.S. agencies could use thislist as a source for additiona entities.

An expanded “isinformed” processis aso necessary. When one exporter “is
informed” that there are proliferation concerns with a potential customer, greeter
effort should be made to inform al potential exporters. Currently, when an exporter
has concerns about a potential customer, it inquires to the Department of
Commerce as to whether there are proliferation concerns with an entity.
Commerce responds in writing to say that alicenseis required. Other exporters
may not have the same concerns and may not inquire. One U.S. computer
company reports that it made an inquiry about an entity, and Commerce replied
that there were concerns. A competitor, unaware of these concerns, went ahead
and made the sdle. Because no one had informed the competitor and it had
exercised due diligence in screening, the export was legd. The current system can
act to pendize caution.

Fixing this requires sharing “isinformed” information on proliferation-related
entities as broadly as possible. Commerce should notify not only the company that
made the inquiry but other U.S. suppliers as well. Some computer firms use direct
sdes and others rely more on digtributors, creating an extra burden in this
expanded notification process, but thisis not an insurmountable difficulty.

The“isinformed” process could aso take advantage of Web-based technologies.
Entitiesidentified through the “isinformed” process could be listed on Web sites.
Agencies could use software gpplications that would alow companies to submit
names and addresses for automeatic screening. Sales representatives and exporters
could enter a name and address of a potentid customer and get an immediate
response as to whether there were EPCI concerns. For information technologies
and other items, agencies should explore how to work with trade associations to
take advantage of their communications networks that link members to provide
information on suspect transactions. This could reach a broader and more
complete group than the current practice. Some argue that this process would not
reach dl potentia exporters and therefore should not be used. It seems better,
however, to reach 8 people out of 10 than to reach none out of 10.

Companies could improve their screening of potentid buyers if the United States
used ligts of items and countries focused on redl proliferation concerns. The United
States has struggled for anumber of years to develop a“ postive list” that would
identify a specific ligt of items that would need to be screened. The closest agencies
have come to implementing such alist was in the regulations published in 2000 that
eased sanctions on North Korea. These regulations identified items not controlled

From Computer Exports and National Security in a Global Era - New Tools
for a New Century CSIS Panel Report, June 2001.




by the multilateral nonproliferation regimes that would till require alicense for
export to North Korea. The United States created several new entries on the
Commerce Control List to capture production equipment and software exports to
North Korea. This Korealigt, which reflects missile and nuclear proliferation
concerns, could form the basis for a pogtive list for EPCI.

The United States could focus the list of countries that require screening onto those
countrieswhere it has proliferation concerns. The CIA identifies Iran, Irag, North
Korea, Libya, Syria, Sudan, India, Pakistan, and Egypt as countries acquiring

WMD technology. DOD’ s ligt adds China. Commerce' s Entity List includes Isradl.
Screening would be more effective if gpplied to atargeted list composed of these
countries rather than to the 40 or so countries for which screening is now required.

EPCI authorities remain essentid for the United States to be able to regulate
exportsin its nationd interest. Informeation technologies pose an anomay—as
computing power become ubiquitous, the United States can no longer reasonably
expect to deny access by proliferators. That sad, it would want to ensure that U.S.
companies do not directly contribute to foreign WMD projects.

From Computer Exports and National Security in a Global Era - New Tools
for a New Century CSIS Panel Report, June 2001.




Notes
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