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Introduction

The following report is a rough initial draft section of a full report on Homeland

Defense being prepared as part of the CSIS Homeland Defense project. It is a

rough working draft, and reflects solely the views of the author and not of the

CSIS team working on the project. It is being circulated for comment and

reaction and will be substantially modified and updated before being included in

the final report.
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Iranian Force Developments

As is the case with North Korea, experts differ over the seriousness of the Iranian threat.

Most experts believe that Iran continues to pursue the development of long-range missiles, and

of nuclear and biological warheads. Much will depend heavily on whether President Khatami

and the more moderate elements in Iran’s leadership can consolidate power and rein in Iran’s

hard-line extremists, as well as on Iran’s perception of the threat the US poses once it is ready to

deploy and the cost of that deployment. This creates an extremely uncertain political climate.

The Problem of Iranian “Moderation” and Intentions

On the one hand, one must be careful about assuming that Iran’s “moderates” will win, or

that “moderation” will mean that Iran will not continue to proliferate. The details of Iran’s effort

to proliferate is described in detail Table III.6, and it is clear that Iran has a long history of efforts

to acquire very long-range missile technology that can be used in designing ICBMs as well as

efforts to acquire weapons of mass destruction. It is also clear that efforts to downplay or

minimize the Iranian threat have to ignore a wide range of historical evidence that Iran has

evolved a sophisticated program involving major efforts at deception and using dual-use

technology.

 On the other hand, one must be equally careful about assuming that Iran’s hostility to Iraq

and Israel, and concern with Pakistan, will be translated into the deployment of ICBM forces

capable of delivering nuclear or biological weapons against the American homeland. Most of

Iran’s most visible missile and weapons of mass destruction programs are now directed at

regional threats like Iraq, and at achieving regional influence. Iran cannot ignore the fact that

India and Pakistan are becoming nuclear powers with missiles that can strike at any target in the

region.

Even Iran’s “moderate” leadership may have concluded, however, that proliferation is the

only way to give Iran political and strategic credibility as a major power in the region and to

offset US power projection capabilities and the strength of any US-Southern Gulf coalition. The

more hostile elements in the Iranian regime may also have concluded that some kind of threat to

the American Homeland would give it critical leverage in limiting US freedom of action in the
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region. Even a neutral or non-hostile regime might conclude that the possession of strong

regional strike capabilities with long-range missiles and weapons of mass destruction could hold

US power projection forces, bases, and allied territory hostage in the region, and that developing

a limited strike capability against the US would help deter any US strikes on such a regional

capability.

The practical problem is that the US cannot possibly predict the character of an Iranian

regime over the next 10-25 years, nor can it predict that Iranian regimes will share the risk

perceptions of the US or act as “rational bargainers” from an American perspective. This means

there is no way to predict what kind of threat Iran may or may not develop against the US

homeland.

Iranian Missile Developments

What is clear from Table III.6, is that Iran is currently developing the missile production

capabilities and technology, and weapons of mass destruction, that could eventually allow it to

deploy a threat to the US. In September 1999, National Intelligence Council summarized this

potential Iranian ballistic missile threat to the US as follows:1

“Iran is the next hostile country most capable of testing an ICBM capable of delivering a weapon to the United
States during the next 15 years. 2

• Iran could test an ICBM that could deliver a several-hundred kilogram payload to many parts of the United
States in the latter half of the next decade, using Russian technology and assistance.

• Iran could pursue a Taepo Dong-type ICBM. Most analysts believe it could test a three-stage ICBM
patterned after the Taepo Dong-1 SLV or a three-stage Taepo Dong-2-type ICBM, possibly with North
Korean assistance, in the next few years.

• Iran is likely to test an SLV by 2010 that—once developed—could be converted into an ICBM capable of
delivering a several-hundred kilogram payload to the United States.

• Analysts differ on the likely timing of Iran's first flight test of an ICBM that could threaten the United
States. Assessments include:

—likely before 2010 and very likely before 2015 (noting that an SLV with ICBM capabilities will probably
be tested within the next few years);

—no more than an even chance by 2010 and a better than even chance by 2015;
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—and less than an even chance by 2015.”

Iranian Warheads and Penetration Aids

The NIC also estimated that Iran, as well as other advanced proliferators, will be able to

deploy warheads with some degree of penetration aids by the time it can deploy missiles capable

of reaching the US. 3

“We assess that countries developing ballistic missiles would also develop various responses to US theater and
national defenses. Russia and China each have developed numerous countermeasures and probably are willing
to sell the requisite technologies.

• Many countries, such as North Korea, Iran, and Iraq probably would rely initially on readily available
technology—including separating RVs, spin-stabilized RVs, RV reorientation, radar absorbing material
(RAM), booster fragmentation, low-power jammers, chaff, and simple (balloon) decoys—to develop
penetration aids and countermeasures.

• These countries could develop countermeasures based on these technologies by the time they flight test
their missiles.

Foreign espionage and other collection efforts are likely to increase. China, for example, has been able to obtain
significant nuclear weapons information from espionage, contact with scientists from the United States and
other countries, publications and conferences, unauthorized media disclosures, and declassified US weapons
information. We assess that China, Iran, and others are targeting US missile information as well.”

These conclusions regarding penetration aids are not mentioned in many unclassified

studies of the missile threat to the US and the unclassified discussions of the nominal program

architecture for the National Missile Defense system. They do, however, raise important

questions about whether a single site with a limited number of interceptors and the current

configuration can provide highly reliable coverage against the kind of Iranian threat that might

develop by 2010-2020.

US Assessments of Iranian Long-Range Missile Developments

The US intelligence community is divided whether Iran will sustain its current programs,

and actually deploy a system capable of striking the US. A number of US intelligence officials

feel the NIC report was politicized by pressure from the policy level to support the NMD

program and to not disagree with the results of the Rumsfeld Commission. They feel that Iran

still faces problems in its program to build the Shahab-3, which some feel is a missile with a
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range of  only 780 miles. At least one official has been quoted on backround as stating that,

“There is an Iranian threat to U.S. forces in the region, not to the continental United States.”

Nevertheless, Iran announced on July 15, 2000 that it had successfully test-fired an

upgraded version of its medium-range Shahab missile. An Iranian defence ministry source was

quoted by state media as saying that the missile was test-fired to ensure it conforms to the latest

technological standards. It was first tested in 1998. “This missile is part of our program for the

defence industry and it would in no way threaten other countries.” The Iranian announcement

stated that that the Shahab-3 was a ballistic missile, with a range of 800 miles, and could travel at

a speed of 4,320 mph with a 1-ton warhead.

US experts indicated that they estimated the missile had a range of 1,300 km (800 miles),

making it capable of hitting Israel, and that the Shahab-3 was modeled mainly on North Korea's

Nodong-1, but has been improved with Russian technology. Iran's Defence Minister Admiral Ali

Shamkhani has said a larger missile, Shahab 4, was in production as a vehicle for launching

satellites into space.4 US officials agree that Iran is considering developing a rocket that can put

satellites in orbit, but note that  the development of such a booster would give Iran significantly

enhanced capabilities to develop an intercontinental ballistic missile.5 US Defense Department

spokesman Ken Bacon stated that, “From everything we can tell, it was a successful firing. It is

another sign they are determined to build longer-range weapons of mass destruction.''6

Secretary of Defense William Cohen stated that, 7

This does not come as a surprise…I have pointed to Iran and the testing of the Shahab-3 and what I assume
will be the testing of the 4 in the future and beyond that, as one of the reasons why it is important for the
United States to undertake to research, develop and potentially deploy an NMD (national missile defense)
system that would provide protection against countries such as Iran posing a threat to the United
States…This represents a continuation of their testing program, whether it was scheduled to coincide with
the discussions in Washington is a matter only the Iranians can determine, we don't have any information
pertaining to that.,. We accept it for what it is, we know that they will continue to test it, they will continue
to develop a longer-range missile capability and that is one of the reasons why we believe it is important
that the United States continue its research and testing and the development program for the NMD,
precisely to deal with countries such as North Korea, Iran, Iraq and others. Anytime you have success in a
particular missile system, that gives you confidence to move forward with more tests, with greater
capability…So I think there is obviously a potential to accelerate development with each successful
test…we have discussed this in the past, we believe that North Korea, Iran, potentially Iraq in the future
and others will develop long-range missile capability. This is what we anticipate, this confirms our
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anticipation, and so this is a factor that will have to be taken into account in terms of what the time frame
will be when Iran will have the capability of striking U.S. territory or that of European nations.”

Israel expressed its own concerns. Amos Yaron, director-general of the Defense Ministry,

told Israel Radio that, “We are looking at this matter for the moment with some concern because

in any event they have the ability. We don't believe they have any intention whatsoever to attack

the state of Israel for the moment… It must be remembered that Iran developed these capabilities

as a result of the lessons they had from the wars of the past, which is to say from its big war

against Iraq. Iran didn't develop this missile against the state of Israel…Now the Iranians have

this ability. Between the ability and the intention, there is a great distance.'' A senior Israeli

military source did predict, however, that by 2005, Iran would, with Russian help, achieve a

military nuclear capability. Israel's army chief, Lieutenant-General Shaul Mofaz, told Israel

Radio that the combined development of the missile and a non-conventional capacity posed a

threat not only to Israel, but also to any country within range of the missile.8

Iran’s foreign minister Kamal Kharraz responded by stating that,  “as it was announced

before, the test was done to boost the country's defensive capability and as a deterring force. It

looks like America and Israel are using Iran's efforts to boost its defensive capability, which are

its natural and legitimate right, as a scapegoat to secure the budget to race for arms…Who says

Israel has the right to be equipped with all kinds of offensive arms, including weapons of mass

destruction, but other countries in the region should not even have defensive weapons? The

propaganda against Iran is aimed at deflecting world concerns over the U.S. missile shield.”9

Iran and Weapons of Mass Destruction

The chain of evidence surrounding Iran’s overall efforts to proliferate is both uncertain

and complex. It is summarized in Table III.6, and it is clear that there is substantially less

evidence that Iran could have a nuclear weapon than is the case for North Korea. At the same

time, Iran does seem to be making substantial progress in deploying highly lethal biological

weapons.

 A CIA report in August 2000 summarized the state of proliferation in Iran as follows,10
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Iran remains one of the most active countries seeking to acquire WMD and ACW technology from abroad. In
doing so, Tehran is attempting to develop an indigenous capability to produce various types of weapons—
nuclear, chemical, and biological—and their delivery systems. During the reporting period, the evidence
indicates increased reflections of Iranian efforts to acquire WMD- and ACW- related equipment, materials, and
technology primarily on entities in Russia, China, North Korea and Western Europe.

… For the reporting period, Tehran expanded its efforts to seek considerable dual-use biotechnical materials,
equipment, and expertise from abroad—primarily from entities in Russia and Western Europe—ostensibly for
civilian uses. Iran began a biological warfare (BW) program during the Iran-Iraq war, and it may have some
limited capability for BW deployment. Outside assistance is both important and difficult to prevent, given the
dual-use nature of the materials, the equipment being sought, and the many legitimate end uses for these items.

… Iran sought nuclear-related equipment, material, and technical expertise from a variety of sources, especially
in Russia, during the second half of 1999. Work continues on the construction of a 1,000-megawatt nuclear
power reactor in Bushehr, Iran, that will be subject to International Atomic Energy Agency (IAEA) safeguards.
In addition, Russian entities continued to interact with Iranian research centers on various activities. These
projects will help Iran augment its nuclear technology infrastructure, which in turn would be useful in
supporting nuclear weapons research and development. The expertise and technology gained, along with the
commercial channels and contacts established—even from cooperation that appears strictly civilian in nature—
could be used to advance Iran’s nuclear weapons research and developmental program.

Beginning in January 1998, the Russian Government took a number of steps to increase its oversight of entities
involved in dealings with Iran and other states of proliferation concern. In 1999, it pushed a new export control
law through the Duma. Russian firms, however, faced economic pressures to circumvent these controls and did
so in some cases. The Russian Government, moreover, failed in some cases regarding Iran to enforce its export
controls. Following repeated warnings, the US Government in January 1998 and January 1999 imposed
administrative measures against Russian entities that had engaged in nuclear- and missile-related cooperation
with Iran. The measures imposed on these and other Russian entities (which were penalized in 1998) remain in
effect, although sanctions against two entities—Polyus and Inor—are being lifted.   

… Iran claims that it is attempting to establish a complete nuclear fuel cycle for its civilian energy program. In
that guise, it seeks to obtain whole facilities, such as a uranium conversion facility, that, in fact, could be used in
any number of ways in support of efforts to produce fissile material needed for a nuclear weapon. Despite
international efforts to curtail the flow of critical technologies and equipment, Tehran continues to seek fissile
material and technology for weapons development and has set up an elaborate system of military and civilian
organizations to support its effort.

On the ACW side, Iran (which has acknowledged a need for Western military equipment and spare parts)
continues to acquire Western equipment, such as attack helicopters, but also is developing indigenous
production capabilities with assistance from countries such as Russia, China, and North Korea. Indigenous
efforts involve such systems as tanks, TOW missiles, fighter aircraft, Chinese-designed SAMs and anti-ship
missiles, and attack helicopters.

… Prior to the reporting period, Chinese firms had supplied CW-related production equipment and technology
to Iran. The US sanctions imposed in May 1997 on seven Chinese entities for knowingly and materially
contributing to Iran’s CW program remain in effect. Evidence during the current reporting period suggests Iran
continues to seek such assistance from Chinese entities, but it is unclear to what extent these efforts have
succeeded. In June 1998, China announced that it had expanded its chemical export controls to include 10 of the
20 Australia Group chemicals not listed on the CWC schedules.

A January 2001 report on proliferation by the Department of Defense provided additional
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detail on Iranian activity:11

Iran recognizes that it cannot match U.S. military .power and therefore seeks other asymmetric means to
challenge the United States. Iran’s efforts include the acquisition and development of NBC weapons and
missiles and use of terrorism, which it views as a means to offset its own vulnerabilities and weaknesses.
With help from Russia and North Korea, it has put particular emphasis in recent years on devel-oping
medium-range missiles.

Iran is one of the countries most active in seeking to acquire NBC- and missile-related technologies. Iran’s
NBC and missile programs continued in the last several years notwithstanding President Khatemi’s
moderation of the regime’s anti-Western rhetoric. To support their development, Iran has focused its
acquisition efforts mainly on Russia, China, and North Korea, and these countries remain instrumental to
Iran’s efforts. Iran remains intent on attaining an independent production capability for all its weapons
programs and has continued to make substantial progress in that regard with its chemical, biological, and
ballistic missile efforts. Iran’s public display of these missiles and its July and September 2000 flight tests
of the Shahab-3 reflect Tehran’s intent to demonstrate its ability to project military influence throughout the
region.

DoD believes spending on NBC weapons and missiles has continued to receive a high priority within Iran’s
defense budget during the last several years. As Iran’s economy is oil-based, the price of oil will influence
the extent of Iran’s defense spending and consequently the amount the government can spend on military
pro-grams and related NBC and missile efforts. The defense budget is believed to be almost $6 billion for
the fiscal year ending 20 March 2001. It is expected to remain at about the same level for the next several
years, or about 3 percent of Iran’s GDP. Demographic, social, and political factors also affect the relative
priority Iran puts on its national security spending.

…Iran has increased emphasis on its ballistic missile program. Currently, Iran has several hundred SCUD
Bs and SCUD Cs and Chinese-made CSS-8 SRBMs. It is now producing SCUD missiles, having received
production assistance from North Korea. In recent years, Russian and Chinese entities have continued to
supply a wide variety of missile-related goods, tech-nology, and expertise to Iran. Iran is striving to
indigenously produce ballistic missiles and become a supplier state. Iran’s recent efforts have been on the
development of the 1,300-kilometer range Shahab-3 missile, which is based on the North Korean No Dong.
Iran flight-tested the Shahab-3 in July 1998 and July and September 2000. At this time, Iran likely has the
capability to deploy limited numbers of Shahab-3.

Iran has built and publicly displayed prototypes of this MRBM and may have achieved an emergency
operational capability for it. That is, it could deploy a limited number of the missiles in an operational
mode during a perceived crisis. In fact, in July 2000, just prior to the missile’s second flight test, the
commander of Iran’s Revolutionary Guards Corps stated that Iran had formed Shahab-3 units and built
launching pads for the missiles…While this may overstate Iran’s current capabilities, it clearly
demonstrates Iran’s intent.

In addition, Iran’s Defense Minister publicly acknowledged the development of the Shahab-4, originally
calling it a more capable ballistic missile than the Shahab-3, but later categorizing it as solely a space
launch vehicle with no military applications. Iran’s Defense Minis-ter also has publicly mentioned plans for
a “Shahab-5,” which may be an IRBM or a space launch vehicle.

Such statements, made against the backdrop of sustained cooperation with Russian, North Korean, and
Chinese entities, suggest that Tehran may intend to develop and deploy a longer-range ballistic missile
capability. In addition, Iran will likely continue to seek longer-range missiles and may have ICBM
ambitions. It could test a space launch vehicle, which would have ICBM applications, within the next 15
years. However, if Iran purchased an ICBM from North Korea or else-where, further development might
not be necessary.

…Iran has purchased land-, sea-, and air-launched short-range cruise missiles from China; it also has a
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variety of foreign-made air-launched short-range tactical missiles, which are potential means of delivery for
NBC weapons. Many of these systems are deployed as anti-ship weapons in or near the Persian Gulf. In the
future, Iran likely will continue to focus on its anti-ship missile capabilities and may try to develop its own
missiles using technology it already has as a basis for such development efforts. In addition, Tehran also
could try to purchase land attack cruise missiles to complement its ballistic missile force. However, the
pace of any of these efforts will be determined by Iran’s economic situation. Iran also has a variety of
fighter aircraft, artillery, and rockets available as potential means of delivery for NBC weapons.

Although a signatory to NPT and the CTBT, Iran also is seeking fissile material and technology for
weapons development through an elaborate system of military and civilian organizations. We believe Iran
also has an organized structure dedicated to developing nuclear weapons by trying to establish the
capability to pro-duce both plutonium and highly enriched uranium. Iran claims to desire the establishment
of a complete nuclear fuel cycle for its civilian energy program. In that guise, it seeks to obtain whole
facilities that could be used in numerous ways in support of efforts to produce fissile material for a nuclear
weapon. The potential availability of black market fissile material also might provide Iran a way to acquire
the fissile material necessary for a nuclear weapon.

Iran’s success in achieving a nuclear capability will depend, to a large degree, on the supply policies of
Russia and China or on Iran’s successful illicit acquisition of adequate quantities of weapons-usable fissile
material. Russia is continuing work on a 1,000-megawatt power reactor at Bushehr. Although Russian
officials have provided assurances that Russian cooperation with Iran will be limited to the Bushehr reactor
project during the period of its construction, the United States Government is aware that a number of
Russian entities are engaged in cooperation with Iran that goes beyond this project. One of Iran’s primary
goals is the acquisition of a heavy water-moderated, natural uranium-fueled nuclear reactor and associated
facilities suitable for the production of weapons-grade plutonium. Although Bushehr will fall under IAEA
safeguards, Iran is using this project to seek access to more sensitive nuclear technologies from Russia and
to develop expertise in related nuclear technologies. Any such projects will help Iran augment its nuclear
technology infrastructure, which in turn would be useful in supporting nuclear weapons research and
development.

In the past, Chinese companies have been major suppliers of nuclear-related facilities and technology albeit
under IAEA safeguards. China pledged in 1997 that it would not undertake any new nuclear cooperation
with Iran and that it would close out its two existing projects –a small research reactor and a zirconium
production facility, which will produce cladding for nuclear fuel –as soon as possible. (Neither of these two
projects poses a significant proliferation concern.) China also agreed to terminate cooperation on a uranium
conversion project. This project would have allowed Iran to produce uranium hexafluoride or uranium
dioxide, which are the feedstock materials for the manufacture of weapons grade plutonium. In addition,
China announced new export controls in June 1998 that cover the sale of dual-use nuclear equipment.
China appears to be living up to its 1997 commitments.

Iran has a growing biotechnology industry, significant pharmaceutical experience and the overall
infrastructure to support its biological warfare program. Tehran has expanded its efforts to seek
considerable dual-use biotechnical materials and expertise from entities in Russia and elsewhere, ostensibly
for civilian reasons. Outside assistance is important for Iran, and it is also difficult to prevent because of the
dual-use nature of the materials and equipment being sought by Iran and the many legitimate end uses for
these items.

Iran’s biological warfare program began during the Iran-Iraq war. Iran is believed to be pursuing offensive
biological warfare capabilities and its effort may have evolved beyond agent research and development to
the capability to produce small quantities of agent. Iran has ratified the BWC.

Iran has acceded to the Chemical Weapons Convention (CWC) and in a May 1998 session of the CWC
Conference of the States Parties, Tehran, for the first time, acknowledged the existence of a past chemical
weapons program. Iran admitted developing a chemical warfare program during the latter stages of the
Iran-Iraq war as a “deterrent” against Iraq’s use of chemical agents against Iran. Moreover, Tehran claimed
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that after the 1988 cease-fire, it “terminated” its program. However, Iran has yet to acknowledge that it,
too, used chemical weapons during the Iran-Iraq War.

Nevertheless, Iran has continued its efforts to seek production technology, expertise and precursor
chemicals from entities in Russia and China that could be used to create a more advanced and self-
sufficient chemical warfare infrastructure. As Iran’s program moves closer to self-sufficiency, the potential
will increase for Iran to export dual-use chemicals and related equipment and technologies to other
countries of proliferation concern.

In the past, Tehran has manufactured and stockpiled blister, blood and choking chemical agents, and
weaponized some of these agents into artillery shells, mortars, rockets, and aerial bombs. It also is believed
to be conducting research on nerve agents. Iran could employ these agents during a future conflict in the
region. Lastly, Iran’s training, especially for its naval and ground forces, indicates that it is planning to
operate in a contaminated environment.

Iran and the Justification for NMD

The two intelligence summaries provide an unusual amount of unclassified detail on

Iran’s efforts. As is the case with North Korea, they make it clear that Iran is focused on regional

strategic considerations, rather than the US per se, and that Iran is pursuing delivery systems

other than long-range ballistic missiles.   Once again, however it is impossible to dismiss the

possibility that Iran might continue to develop nuclear weapons and long-range missiles in spite

of its agreements not to do so. At the same time, there again is no way to predict that Iran will

definitely pose such a threat, or the size, timing, and effectiveness, of any forces it may deploy.

This means that the justification for an NMD system must be built around the possibility

of an Iranian threat.  On the one hand, , there is no way that the justification for an NMD system

can be based on the certainty of an Iranian missile threat or that the US can now tailor the

architecture of its NMD system to a clear concept of what that threat will be. On the other hand,

there is no way to dismiss the need for an NMD system because of the lack of a valid potential

threat.
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Table III.6

Iranian Missile Threats and Proliferation

Delivery Systems

• Air delivery systems include:

• Su-24 long-range strike fighters with range-payloads roughly equivalent to US F-111 and superior to older Soviet
medium bombers.

• F-4D/E fighter bombers with capability to carry extensive payloads to ranges of 450 miles.

• Can modify HY-2 Silkworm missiles and SA-2 surface-to-air missiles to deliver weapons of mass destruction.

• Iran has made several indigenous-long range rockets.

• The Iran-130, or Nazeat, since the end of the Iran-Iraq War. The full details of this system remain unclear, but it seems
to use commercially available components, a solid fuel rocket, and a simple inertial guidance system to reach ranges of
about 90-120 kilometers. It is 355-mm in diameter, 5.9 meters long, weighs 950 kilograms, and has a 150 kilogram
warhead. It seems to have poor reliability and accuracy, and its payload only seems to be several hundred kilograms.

• The Shahin 2. It too has a 355-mm diameter, but is only 3.87 meters long, and weighs only 580 kilograms. It evidently
can be equipped with three types of warheads: A 180 kilogram high explosive warhead, another warhead using high
explosive submunitions, and a warhead that uses chemical weapons.

• Iranian Oghab (Eagle) rocket with 40+ kilometers range.

• New SSM with 125 mile range may be in production, but could be modified FROG.

• Large numbers of multiple rocket launchers and tube artillery for short range delivery of chemical weapons.

• Iran has shorter missile range systems:

• In 1990, Iran bought CSS-8 surface-to-surface missiles (converted SA-2s) from China with ranges of 130-150
kilometers.

• Has Chinese sea and land-based anti-ship cruise missiles. Iran fired 10 such missiles at Kuwait during Iran-Iraq War,
hitting one US-flagged tanker.

• The Soviet-designed Scud B (17E) guided missile currently forms the core of Iran’s ballistic missile forces.

• Iran acquired its Scuds in response to Iraq’s invasion. It obtained a limited number from Libya and then obtained larger
numbers from North Korea. It deployed these units with a special Khatam ol-Anbya force attached to the air element of
the Pasdaran.

• The Scud B is a relatively old  Soviet design which first became operational in 1967, designated as the R-17E or R-
300E. The Scud B has a range of 290-300 kilometers with its normal conventional payload. The export version of the
missile is about 11 meters long, 85-90 centimeters in diameter,  and weighs 6,300 kilograms. It has a nominal CEP of
1,000 meters. The Russian versions can be equipped with conventional high explosive, fuel air explosive, runway
penetrator, submunition, chemical, and nuclear warheads.

• The export version of the Scud B comes with a conventional high explosive warhead weighing about 1,000 kilograms,
of which 800 kilograms are the high explosive payload and 200 are the warhead structure and fusing system. It has a
single stage storable liquid rocket engine and is usually deployed on the MAZ-543 eight wheel transporter-erector-
launcher (TEL). It has a strap-down inertial guidance, using three gyros to correct its ballistic trajectory, and uses
internal graphite jet vane steering. The warhead hits at a velocity above Mach 1.5.

• Most estimates indicate that Iran now has 6-12 Scud launchers and up to 200 Scud B (R-17E) missiles with 230-310
KM range.

• Some estimates give higher figures. They estimate Iran bought 200-300 Scud Bs from North Korea between 1987 and
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1992, and may have continued to buy such missiles after that time. Israeli experts estimate that Iran had at least 250-
300 Scud B missiles, and at least 8-15 launchers on hand in 1997.

• US experts also believe that Iran can now manufacture virtually all of the Scud B, with the possible exception of the
most sophisticated components of its guidance system and rocket motors. This makes it difficult to estimate how many
missiles Iran has in inventory and can acquire over time, as well as to estimate the precise performance characteristics
of Iran’s missiles, since it can alter the weight of the warhead and adjust the burn time and improve the efficiency of
the rocket motors

• Iran has new long range North Korean Scuds - with ranges near 500 kilometers.

• The North Korean missile system is often referred to as a "Scud C." Typically, Iran formally denied the fact it had such
systems long after the transfer of these missiles became a reality. Hassan Taherian, an Iranian foreign ministry official,
stated in February, 1995, “There is no missile cooperation between Iran and North Korea whatsoever. We deny this.”

• Iran probably had more than 60 of the longer range North Korean missiles by 1998, although other sources report 100,
and one source reports 170.

• Iran may have 5-10 Scud C launchers, each with several missiles. This total seems likely to include four new North
Korean TELs received in 1995.

• Iran seems to want enough missiles and launchers to make its missile force highly dispersible.

• Iran has begun to test its new North Korean missiles. There are reports it has fired them from mobile launchers at a test
site near Qom about 310 miles (500 kilometers) to a target area south of Shahroud. There are also reports that units
equipped with such missiles have been deployed as part of Iranian exercises like the Saeqer-3 (Thunderbolt 3) exercise
in late October, 1993.

• The missile is more advanced than the Scud B, although many aspects of its performance are unclear. North Korea
seems to have completed development of the missile in 1987, after obtaining technical support from the People's
Republic of China. While it is often called a “Scud C,” it seems to differ substantially in detail from the original Soviet
Scud B. It seems to be based more on the Chinese-made DF-61 than on a direct copy of the Soviet weapon.

• Experts estimate that the North Korean missiles have a range of around 310 miles (500 kilometers), a warhead with a
high explosive payload of 700 kilograms, and relatively good accuracy and reliability. While this payload is a bit
limited for the effective delivery of chemical agents, Iran might modify the warhead to increase payload at the expense
of range and restrict the using of chemical munitions to the most lethal agents such as persistent nerve gas. It might also
concentrate its development efforts on arming its Scud C forces with more lethal biological agents. In any case, such
missiles are likely to have enough range-payload to give Iran the ability to strike all targets on the southern coast of the
Gulf and all of the populated areas in Iraq, although not the West. Iran could also reach targets in part of eastern Syria,
the eastern third of Turkey, and cover targets in the border area of the former Soviet Union, western Afghanistan, and
western Pakistan.

• Accuracy and reliability remain major uncertainties, as does operational CEP. Much would also depend on the precise
level of technology Iran deployed in the warhead. Neither Russia nor the People's Republic of China seem to have
transferred the warhead technology for biological and chemical weapons to Iran or Iraq when they sold them the Scud
B missile and CSS-8. However, North Korea may have sold Iran such technology as part of the Scud C sale. If  it did
so, such a technology transfer would save Iran years of development and testing in obtaining highly lethal biological
and chemical warheads. In fact, Iran would probably be able to deploy far more effective biological and chemical
warheads than Iraq had at the time of the Gulf War.

• Iran may be working with Syria in such development efforts, although Middle Eastern nations rarely cooperate in such
sensitive areas. Iran served as a transshipment point for North Korean missile deliveries during 1992 and 1993. Some
of this transshipment took place using the same Iranian B-747s that brought missile parts to Iran. Others moved by sea.
For example, a North Korean vessel called the Des Hung Ho, bringing missile parts for Syria, docked at Bandar Abbas
in May, 1992. Iran then flew these parts to Syria. An Iranian ship coming from North Korea and a second North Korean
ship followed, carrying missiles and machine tools for both Syria and Iran. At least 20 of the North Korean missiles
have gone to Syria from Iran, and production equipment seems to have been transferred to Iran and to Syrian plants
near Hama and Aleppo.

• Iran has created shelters and tunnels in its coastal areas which it could use to store Scud and other missiles in hardened sites
and reduce their vulnerability to air attack.
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• Iran can now assemble Scud and Scud C missiles using foreign-made components. It may soon be able to make entire
missile systems and warhead packages in Iran.

• A US examination of Iran’s dispersal, sheltering, and hardening programs for its anti-ship missiles and other missile systems
indicate that Iran has developed effective programs to ensure that they would survive a limited number of air strikes and that
Iran had reason to believe that the limited number of preemptive strikes Israel could conduct against targets in the lower
Gulf could not be effective in denying Iran the capability to deploy its missiles.

• Iran is developing an indigenous missile production capability with both solid and liquid fueled missiles.

• The present scale of Iran’s production and assembly efforts is unclear. Iran seems to have a design center, at least two
rocket and missile assembly plants, a missile test range and monitoring complex, and a wide range of smaller design
and refit facilities.

• There were many reports during the late 1980s and early 1990s that Iran had ordered the North Korean No Dong
missile, which was planned to have the capability to carry nuclear and biological missile ranges of up to 900
kilometers. This range would allow the missile could reach virtually any target in Gulf, Turkey, and Israel. The
status of the No Dong program has since become increasingly uncertain, although North Korea deployed some
developmental types at test facilities in 1997.

• The No-Dong underwent flight tests at ranges of 310 miles (500 kilometers) on May 29, 1993. Some sources
indicate that Iranians were present at these tests. Extensive further propulsion tests began in August 1994, and
some reports indicate operational training began for test crews in May 1995. Missile storage facilities began to be
built in July 1995, and four launch sites were completed in October 1995.

• The No-Dong 1 is a single-stage liquid-fueled missile, with a range of up to 1,000 to 1,300 kilometers (810 miles),
although longer ranges may be possible with a reduced warhead and maximum burn. There are also indications
that there may be a No-Dong 2, using the same rocket motor, but with an improved fuel supply system that allows
the fuel to burn for a longer period.

•  The missile is about 15.2 meters long -- four meters longer than the Scud B -- and 1.2 meters in diameter. The
warhead is estimated to weigh 770 kilograms (1,200-1,750 pounds) and a warhead manufacturing facility exists
near Pyongyang. The No-Dong has an estimated theoretical CEP of 700 meters at maximum range, versus 900
meters for the Scud B, although its practical accuracy could be as wide as 3,000-4,000 meters. It has an estimated
terminal velocity of Mach 3.5, versus 2.5 for the Scud B, which presents added problems for tactical missile
defense. The missile is be transportable on a modified copy of the MAZ-543P TEL that has been lengthened with
a fifth axle and which is roughly 40 meters long. The added support stand for the vertical launch modes brings the
overall length to 60 meters, and some experts questioned whether a unit this big is practical.

• Reports during the late 1980s and early 1990s indicated that Iran was also interested in two developmental North Korean
IRBMs called the Tapeo Dong 1 and Tapeo Dong 2

• The Tapeo Dong 1 missile has an estimated maximum range of 2,000 kilometers, and the Tapeo Dong 2 may have a
range up to 3,500 kilometers.

• Both Tapeo Dongs are liquid fueled missiles which seem to have two stages.

• Unlike the No-Dong, the Tapeo Dongs must be carried to a site in stages and then assembled at a fixed site. The No-
Dong transporter may be able to carry both stages of the Tapeo Dong 1, but some experts believe that a special
transporter is needed for the first stage of the Tapeo Dong 1, and for both stages of the Tapeo Dong 2.

• Since the early 1990s, however, the focus of reports on Iran’s missile efforts have shifted, and it has since become clear
that Iran is developing its own longer-range variants of the No Dong for indigenous production with substantial
Russian and some Chinese aid:

• As early as 1992, one such missile was reported to have a range of 800-930 miles and a 1,650 pound warhead. Reports
differ sharply on its size. Jane’s estimates a launch weight up to 16,000 kilograms, provided the system is derived from
the No Dong. It could have a launch weight of 15,000 kilograms, a payload of 600 kilograms, and a range of 1,700-
1,800 kilometers if it is based on a system similar to the Chinese CSS-5 (DF-21) and CSS-N3 ((JL-1). These systems
entered service in 1983 and 1987.

• A longer-range missile was said to have improved guidance components, a range of up to 1,240 miles and a warhead of
up to 2,200 pounds.
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• IOC dates were then estimated to be 1999-2001.

• These developments may help explain the background to Iran’s new Shahab system:

• Some US experts believe that Iran tested booster engines in 1997 capable of driving a missile ranges of 1,500
kilometers. Virtually all US experts believe that Iran is rapidly approaching the point where it will be able to
manufacture missiles with much longer ranges than the Scud B.

• Eitan Ben Eliyahu -- the commander of the Israeli Air Force -- reported on April 14, 1997 that Iran had tested a missile
capable of reaching Israel. The background briefings to his statement implied that Russia was assisting Iran in
developing two missiles -- with ranges of 620 and 780 miles  Follow-on intelligence briefings that Israel provided in
September, 1997, indicated that Russia was helping Iran develop four missiles. US intelligence reports indicate that
China has also been helping Iran with some aspects of these missile efforts.

• These missiles included the Shahab (“meteor”) missiles, with performance similar to those previously  identified with
Iranian missiles adapted from North Korean designs.

• The Israeli reports indicated that the Shahab 3 was a liquid-fueled missile with a range of 810 miles (1,200-1,500
kilometers) and a payload of 1550 pounds (700 kilometers).

• Israel claimed the Shahab might be ready for deployment as early as 1999.

• Iran tested the Shahab 3 on July, 21 1998, claiming that it was a defensive action to deal with potential threats
from Israel.

• The missile flew for a distance of up to 620 miles, before it exploded about 100 seconds after launch. US
intelligence sources could not confirm whether the explosion was deliberate, but indicated that the final
system might have a range of 800-940 miles (a maximum of 1,240 kilometers), depending on its payload.
The test confirmed the fact the missile was a liquid fueled system.

• Gen. Mohammad Bagher Qalibaf, head of the Islamic Revolutionary Guards Corps' air wing publicly
reported on August 2, 1998 that the Shahab-3 is 53-foot-long ballistic missile that can travel at 4,300 mph
and carry a one-ton warhead at an altitude of nearly 82,000 feet. He claimed that the weapon was guided by
an Iranian-made system that gives it great accuracy: “The final test of every weapon is in a real war situation
but, given its warhead and size, the Shahab-3 is a very accurate weapon.”

• Other Iranian sources reported that the missile had a range of 800 miles. President Mohammad Khatami on
August 1, 1998 stated that Iran was determined to continue to strengthen its armed forces, regardless of
international concerns: “Iran will not seek permission from anyone for strengthening its defense capability.”

• Martin Indyck, the US Assistant Secretary for Near East Affairs testified on July 28, that the US estimated
that the system needed further refinement but might be deployed in its initial operational form between
September, 1998 and March, 1999.

• Iran publicly displayed the Shahab 3 on its launcher during a parade on September 25, 1998. The missile
carrier bore signs saying, “The US can do nothing” and “Israel would be wiped from the map.”

• There are some reports of a Shahab-3B missile with extended range and a larger booster.

• The resulting system seems to be close to both the No-Dong and Pakistani Ghauri or Haff-5 missile, first
tested in April 1998, raising questions about Iranian-North Korean-Pakistani cooperation.

• North Korean parades exhibiting the Tapeo Dong in September 1999 exhibited a missile with rocket motor
and nozzle characteristics similar to those of the Sahab 3.

• The Shahab 3 was tested in a launch from a transporter-erector-launcher (TEL) from a new air base of the
Islamic Revolutionary Guards at Mashad on February 20, 2000, and successfully demonstrated the
integration of the engine and missile subsystems.

• Iranian sources indicate that the missile has a inertial navigation system with a CEP of 3 kilometers, making
it so inaccurate that it can only be lethal against area targets using a weapon of mass destruction.

• Jane’s Defense Weekly claimed on March 22, 2000 that US and Israeli intelligence officials felt the Shahab 3
was now ready for deployment.
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• Iran announced on July 15, 2000 that it had successfully test-fired an upgraded version of its medium-
range Shahab missile. An Iranian defence ministry source was quoted by state media as saying that the
missile was test-fired to ensure it conforms to the latest technological standards. It was first tested in 1998.
``This missile is part of our program for the defence industry and it would in no way threaten other
countries.” Iran announced that the Shahab-3 is a ballistic missile, with a range of 800 miles, and could travel
at a speed of 4,320 mph with a 1-ton warhead.

• Iran's Defence Minister Admiral Ali Shamkhani has said a larger missile, Shahab 4, was in production
as a vehicle for launching satellites into space.12

• The the US intelligence community is divided whether Iran will sustain its current programs, and actually deploy a system
capable of striking the US. US experts indicated that they estimated the missile had a range of 1,300 km (800 miles),
making it capable of hitting Israel, and that the Shahab-3 was modeled mainly on North Korea's Nodong-1, but has been
improved with Russian technology.13

• Israeli expressed its own concerns. Amos Yaron, director-general of the Defence Ministry, told Israel Radio
that, “We are looking at this matter for the moment with some concern because in any event they have the
ability. We don't believe they have any intention whatsoever to attack the state of Israel for the moment… It
must be remembered that Iran developed these capabilities as a result of the lessons they had from the wars of
the past, which is to say from its big war against Iraq. Iran didn't develop this missile against the state of
Israel…Now the Iranians have this ability. Between the ability and the intention, there is a great distance.'' A
senior Israeli military source did predict, however, that by 2005, Iran would, with Russian help, achieve a
military nuclear capability by 2005 with Russian help. Israel's army chief, Lieutenant-General Shaul Mofaz,
told Israel Radio that the combined development of the missile and a non-conventional capacity posed a
threat not only to Israel, but also to any country within range of the missile.14

• In spite of these developments, a number of US intelligence officials feel the NIC report was politicized by
pressure from the policy level to support the NMD program, and to not disagree with the results of the
Rumsfeld Commission,. They feel that Iran still faces problems in in its program to build the Shahab-3,
which some feel is a missile with a range of  only 780 miles. At least one official has been quoted on
backround as stating that, “There is an Iranian threat to U.S. forces in the region, not to the continental United
States.”

• US officials agree that Iran is considering developing a rocket that can put satellites in orbit, but note that that
the development of such a booster would give Iran significantly enhanced capabilities to develop an
intercontinental ballistic missile.15 U.S. Defence Department spokesman Ken Bacon stated that,. “From
everything we can tell, it was a successful firing. It is another sign they are determined to build longer-range
weapons of mass destruction.''16

• In short, it is impossible to dismiss the possibility that Iran might continue to develop nuclear weapons and
long-range missiles in spite of its agreements not to do so. At the same time, there is no way to predict that
Iran will definitely pose such a threat, or the size, timing, and effectiveness, of any forces it may deploy. The
justification for an NMD system can be built around the possibility of an Iranian threat but – as is the case
with North Korea – there is no way that the justification for an NMD system can be based on the certainty of
an Iranian missile threat or that the US can now tailor the architecture of its NMD system to a clear concept
of what that threat will be. There equally is no way that the need for an NMD system can be dismissed
because of the lack of a valid potential threat.

• It is still unclear when Iran will be able to bring such programs to the final development stage, carry out a full
range of suitable test firings, develop highly lethal warheads, and deploy actual units. Much may still depends
on the level of foreign assistance.

• In September 1999, the Revolutionary Guard exhibited another missile called the Zelzal, which it stated was “now in mass
production.” The missile was said to have taken four and one-half years to develop and to be derived from the Zelzal 2,
which the IRGC had exhibited earlier. Some estimates indicate that it can carry a warhead of 500 kilograms for up to 900
kilometers. However, the missile exhibited in Tehran was a rocket on a truck-mounted launch rail that seemed more likely to
have a range of 150-200 kilometers.

• Iranian Defense Minister Shamkhani has confirmed the development of a “more capable” missile called the Shahab 4.
Although he later called it a space booster. He has also mentioned a Shahab 5.

• Israeli and US intelligence sources have reported that Iran is developing the Shahab 4, with a range of 2,000 kilometers
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(1,250 miles), a payload of around 933 kilograms (2000 pounds), and a CEP of around 2400 meters. Some estimates
indicate that this system could be operational in 2-5 years.

• US Assistant Secretary for Near East Affairs testified on July 28, 1998, that the US estimated that the system still
needed added foreign assistance to improve its motors and guidance system.

• Some reports indicate that the Shahab 4 is based on the Soviet SS-4 missile. Others that there is a longer range Shahab
5, based on the SS-4 or Tapeo Dong missile. Reports saying the Shahab is based on the SS-4 say it has a range of up to
4,000 kilometers and a payload in excess of one ton.)

• Iran may have two other missile programs include longer-range systems, variously reported as having maximum
ranges of 3,650, 4,500-5,000, 6,250, or 10,000 kilometers.

• There have been reports that Iran might be using Russian technology to develop long-range missiles with ranges
from 2,000 to 6,250 kilometers.

• It seems clear that Iran has obtained some of the technology and design details of the Russian SS-4. The SS-4
(also known as the R-12 or “Sandal”) is an aging Russian liquid fuel designed that first went into service in 1959,
and which was supposedly destroyed as part of the IRBM Treaty. It is a very large missile, with technology dating
back to the early 1950s, although it was evidently updated at least twice during the period between 1959 and 1980.
It has a CEP of 2-4 kilometers and a maximum range 2,000 kilometers, which means it can only be lethal with a
nuclear warhead or a biological weapon with near-nuclear lethality.

• At the same time, the SS-4’s overall technology is relatively simple and it has a throwweight of nearly 1,400
kilograms (3,000 pounds). It is one of the few missile designs that a nation with a limited technology base could
hope to manufacture or adapt, and its throwweight and range would allow Iran to use a relatively unsophisticated
nuclear device or biological warhead. As a result, an updated version of the SS-4 might be a suitable design for a
developing country.

• Iran is reported to have carried out the test of a sea-launched ballistic missile in 1998.

• Russia has been a key supplier of missile technology.

• Russia agreed in 1994 that it would adhere to the terms of the Missile Technology Control Regime (MTCR) and would
place suitable limits on the sale or transfer of rocket engines and technology. Nevertheless, the CIA has identified
Russia as a leading source of Iranian missile technology, and the State Department has indicated that President Clinton
expressed US concerns over this cooperation to President Yeltsin. This transfer is one reason the President appointed
former Ambassador Frank Wisner, and then Robert Galluci, as his special representatives to try to persuade Russia to
put a firm halt to aid support of the Iran.

• Some sources have indicated that Russian military industries have signed contracts with Iran to help produce liquid
fueled missiles and provide specialized wind tunnels, manufacture model missiles, and develop specialized computer
software. For example, these reports indicate that the Russian Central Aerohydrodynamic Institute is cooperating with
Iran’s Defense Industries Organization (DIO) and the DIO’s Shahid Hemmat Industrial Group (SHIG). The Russian
State Corporation for Export and Import or Armament and Military Equipment (Rosvoorouzhenie) and Infor are also
reported to be involved in deals with the SHIG. These deals are also said to include specialized laser equipment,
mirrors, tungsten-coast graphite material, and maraging steel for missile development and production. They could play
a major role in help Iran develop long range versions of the Scud B and C, and more accurate variations of a missile
similar to the No Dong.

• The Israeli press reported in August, 1997 that Israeli had evidence that Iran was receiving Russian support.  In
September, 1997, Israel urged the US to step up its pressure on Iran, and leaked reported indicating that private and
state-owned Russian firms had provided gyroscopes, electronic components, wind tunnels, guidance and propulsion
systems, and the components needed to build such systems to Iran.

• President Yeltsin and the Russian Foreign Ministry initially categorically denied that such charges were true. Following
a meeting with Vice President Gore, President Yeltsin stated on September 26, 1997 that, “We are being accused of
supplying Iran with nuclear or ballistic missile technologies. There is nothing further from the truth. I again and again
categorically deny such rumors.”

• Russia agreed, however, that Ambassador Wisner and Yuri Koptyev, the head of the Russian space program, should
jointly examine the US intelligence and draft a report on Russian transfers to Iran. This report reached a very different
conclusion from President Yeltsin and concluded that Russia had provided such aid to Iran. Further, on October 1, 1997
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-- roughly a week after Yeltsin issued his denial -- the Russian security service issued a statement that it had “thwarted”
an Iranian attempt to have parts for liquid fuel rocket motors manufactured in Russia, disguised as gas compressors and
pumps.

• Russia was also found to have sold Iran high strength steel and special foil for its long-range missile program. The
Russian Scientific and Production Center Inor concluded an agreement as late as September, 1997 to sell Iran a factory
to produce four special metal alloys used in long-range missiles. Inor’s director, L. P Chromova worked out a deal with
A. Asgharzadeh, the director of an Iranian factory, to sell 620 kilograms of special alloy called 21HKMT, and provide
Iran with the capability to thermally treat the alloy for missile bodies. Iran had previously bought 240 kilograms of the
alloy. Inor was also selling alloy foils called 49K2F, CUBE2, and 50N in sheets 0.2-0.4 millimeters thick for the outer
body of missiles. The alloy 21HKMT was particularly interesting because North Korea also uses it in missile designs.
Inor had previously brokered deals with the Shahid Hemat Industrial Group in Iran to supply maraging steel for missile
cases, composite graphite-tungsten material, laser equipment, and special mirrors used in missile tests.

• The result was a new and often tense set of conversations between the US and Russia in January, 1998. The US again
sent Ambassador Frank Wisner to Moscow, Vice President Gore called Prime Minster Viktor Chernomyrdin, and
Secretary of State Madeline Albright made an indirect threat that the Congress might apply sanctions. Sergi
Yastrzhembsky, a Kremlin spokesman, initially responded by denying that any transfer of technology had taken place.

• This Russian denial was too categorical to have much credibility. Russia had previously announced the arrest of an
Iranian diplomat on November 14, 1997, that it caught attempting to buy missile technology. The Iranian was seeking
to buy blueprints and recruit Russian scientists to go to Iran. Yuri Koptev, the head of the Russian Space Agency,
explained this, however, by stating that that, “There have been several cases where some Russian organizations,
desperately struggling to make ends meet and lacking responsibility, have embarked on some ambiguous projects...they
were stopped long before they got to the point where any technology got out.”

• The end result of these talks was an agreement by Gore and Chernomyrdin to strengthen controls over transfer
technology, but it was scarcely clear that it put an end to the problem. As Koptev has said, “There have been several
cases where some Russian organizations, desperately struggling to make ends meet and lacking responsibility, have
embarked on some ambiguous projects.” Conditions in Russia are getting worse, not better, and the desperation that
drives sales has scarcely diminished.

• Prime Minister Chernomyrdin again promised to strengthen his efforts to restrict technology transfer to Iran in a
meeting with Gore on March 12, 1998. The US informed Russia of 13 cases of possible Russian aid to Iran at the
meeting and offered to increase the number of Russian commercial satellite launches it would license for US firms as
an incentive.

• New arrests of smugglers took place on April 9, 1998. The smugglers had attempted to ship 22 tons of specialized steel
to Iran via Azerbaijan, using several Russia shell corporations as a cover.

• On April 16, 1998, the State Department declared 20 Russian agencies and research facilities were ineligible to receive
US aid because of their role in transferring missile technology to Iran.

• The CIA reported in June 1997 that Iran obtained major new transfers of new long-range missile technology from
Russian and Chinese firms during 1996. Since that time, there have been many additional reports of technology transfer
from Russia.

• The Rumsfeld Commission heard evidence that Iran had obtained engines or designs for the RD-214 rocket engine used
in the SS-4 and SL-7 space launch vehicle.

• Reports on Chinese transfers of ballistic missile technology provide less detail:

• There have been past reports that Iran placed orders for PRC-made M-9 (CSS-6/DF-15) missile (280-620 kilometers
range, launch weight of 6,000 kilograms).

• It is more likely, however, that PRC firms are giving assistance in developing indigenous missile R&D and production
facilities for the production of an Iranian solid fueled missile.

• The US offered to provide China with added missile technology if it would agree to fully implement an end of
technology transfer to Iran and Pakistan during meetings in Beijing on March 25-26, 1998.

• Iran has, however, acquired much of the technology necessary build long-range cruise missile systems from China:
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• Such missiles would cost only 10% to 25% as much as ballistic missiles of similar range, and both the HY-2
Seersucker and CS-802 could be modified relatively quickly for land attacks against area targets.

• Iran reported in December, 1995 that it had already fired a domestically built anti-ship missile called the Saeqe-4
(Thunderbolt) during exercises in the Strait of Hormuz and Gulf of Oman  Other reports indicate that China is helping
Iran build copies of the Chinese CS-801/CS-802 and the Chinese FL-2 or F-7 anti-ship cruise missiles. These missiles
have relatively limited range. The range of the CS-801 is 8-40 kilometers, the range of the CS-802 is 15-120
kilometers, the maximum range of the F-7 is 30 kilometers, and the maximum range of the FL-10 is 50 kilometers.
Even a range of 120 kilometers would barely cover targets in the Southern Gulf from launch points on Iran’s Gulf
coast. These missiles also have relatively small high explosive warheads. As a result, Iran may well be seeking anti-
ship capabilities, rather than platforms for delivering weapons of mass destruction.

• A platform like the CS-802 might, however, provide enough design data to develop a scaled-up, longer-range cruise
missile for other purposes, and the Gulf is a relatively small area where most urban areas and critical facilities are near
the coast. Aircraft or ships could launch cruise missiles with chemical or biological warheads from outside the normal
defense perimeter of the Southern Gulf states, and it is at least possible that Iran might modify anti-ship missiles with
chemical weapons to attack tankers -- ships which are too large for most regular anti-ship missiles to be highly lethal.

• Building an entire cruise missile would be more difficult. The technology for fusing CBW and cluster warheads would
be within Iran's grasp. Navigation systems and jet engines, however, would still be a major potential problem. Current
inertial navigation systems (INS) would introduce errors of at least several kilometers at ranges of 1,000 kilometers and
would carry a severe risk of total guidance failure -- probably exceeding two-thirds of the missiles fired. A differential
global positioning system (GPS) integrated with the inertial navigation system (INS) and a radar altimeter, however,
might produce an accuracy of 15 meters. Some existing remotely piloted vehicles (RPVs), such as the South African
Skua claim such performance. Commercial technology is becoming available for differential global positioning system
(GPS) guidance with accuracies of 2 to 5 meters.

• There are commercially available reciprocating and gas turbine engines that Iran could adapt for use in a cruise missile,
although finding a reliable and efficient turbofan engine for a specific design application might be difficult. An
extremely efficient engine would have to be matched to a specific airframe. It is doubtful that Iran could design and
build such an engine, but there are over 20 other countries with the necessary design and manufacturing skills.

• While airframe-engine-warhead integration and testing would present a challenge and might be beyond Iran's
manufacturing skills, it is inherently easier to integrate and test a cruise missile than a long-range ballistic missile.
Further, such developments would be far less detectable than developing a ballistic system if the program used coded
or low altitude directional telemetry.

• Iran could bypass much of the problems inherent in developing its own cruise missile by modifying the HY-2
Seersucker for use as a land attack weapon and extending its range beyond 80 kilometers, or by modifying and
improving the CS-801 (Ying Jai-1) anti-ship missile. There are reports that the Revolutionary Guards are working on
such developments at a facility near Bandar Abbas.

• The CIA reported in January 1999 that entities in Russia and China continue to supply missile-related goods and technology
to Iran. Tehran is using these goods and technologies to achieve its goal of becoming self-sufficient in the production of
MRBMs. The July flight test of the Shahab-3 MRBM demonstrates the success Iran has achieved in realizing that goal. Iran
already is producing Scud SRBMs with North Korean help and has begun production of the Shahab-3. In addition, Iran’s
Defense Minister has publicly acknowledged the development of the Shahab-4 ballistic missile, with a “longer range and
heavier payload than the 1,300-km Shahab-3.”

• Iran’s earlier success in gaining technology and materials from Russian companies accelerated Iranian development of
the Shahab-3 MRBM, which was first flight tested in July 1998.

• The CIA report on missile proliferation in September 1999 estimated that Iran is the next hostile country most capable
of testing an ICBM capable of delivering a weapon to the United States during the next 15 years.

• Iran could test an ICBM that could deliver a several-hundred kilogram payload to many parts of the United States in the
latter half of the next decade, using Russian technology and assistance.

• Iran could pursue a Taepo Dong-type ICBM. Most analysts believe it could test a three-stage ICBM patterned after the
Taepo Dong-1 SLV or a three-stage Taepo Dong-2-type ICBM, possibly with North Korean assistance, in the next few
years.
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• Iran is likely to test an SLV by 2010 that—once developed—could be converted into an ICBM capable of delivering a
several-hundred kilogram payload to the United States.

• Analysts differ on the likely timing of Iran’s first flight test of an ICBM that could threaten the United States.
Assessments include:

• likely before 2010 and very likely before 2015 (noting that an SLV with ICBM capabilities will probably be
tested within the next few years);

• no more than an even chance by 2010 and a better than even chance by 2015;

• and less than an even chance by 2015.

• The DCI Nonproliferation Center (NPC) reported in February 2000 that entities in Russia and China continued to supply a
considerable amount and a wide variety of ballistic missile-related goods and technology to Iran. Tehran is using these
goods and technologies to support current production programs and to achieve its goal of becoming self-sufficient in the
production of ballistic missiles. Iran already is producing Scud short-range ballistic missiles (SRBMs) and has built and
publicly displayed prototypes for the Shahab-3 medium-range ballistic missile (MRBM), which had its initial flight test in
July 1998 and probably has achieved “emergency operational capability”-i.e., Tehran could deploy a limited number of the
Shahab-3 prototype missiles in an operational mode during a perceived crisis situation. In addition, Iran’s Defense Minister
last year publicly acknowledged the development of the Shahab-4, originally calling it a more capable ballistic missile than
the Shahab-3, but later categorizing it as solely a space launch vehicle with no military applications. Iran’s Defense Minister
also has publicly mentioned plans for a “Shahab 5.” It also stated that,

• Firms in China provided missile-related items, raw materials, and/or assistance to several countries of proliferation concern-
such as Iran.

• Russian entities continued to supply a variety of ballistic missile-related goods and technical know-how to Iran and were
expanding missile-related assistance to Syria and India. For example, Iran’s earlier success in gaining technology and
materials from Russian companies accelerated Iranian development of the Shahab-3 MRBM, which was first flight-tested in
July 1998. Russian entities during the first six months of 1999 have provided substantial missile-related technology,
training, and expertise to Iran that almost certainly will continue to accelerate Iranian efforts to build new indigenous
ballistic missile systems… the government’s commitment, willingness, and ability to curb proliferation-related transfers
remain uncertain. Moreover, economic conditions in Russia continued to deteriorate, putting more pressure on Russian
entities to circumvent export controls. Despite some examples of restraint, Russian businesses continue to be major suppliers
of WMD equipment, materials, and technology to Iran. Monitoring Russian proliferation behavior, therefore, will remain a
very high priority.

• Iranian Foreign Ministry spokesman Hamid Reza stated on Febvruary 3, 2000 that Iran had no intention of seeking missiles
with the range to reach the US, and that the CIA was only making such charges to distract the world for Israel’s nuclear
weapons program.

• A CIA report in August 2000 summarized the state of missile proliferation in Iran as follows,17

• For the second half of 1999, entities in Russia, North Korea, and China continued to supply the largest amount of
ballistic missile-related goods, technology, and expertise to Iran. Tehran is using this assistance to support current
production programs and to achieve its goal of becoming self-sufficient in the production of ballistic missiles. Iran
already is producing Scud short-range ballistic missiles (SRBMs) and has built and publicly displayed prototypes for
the Shahab-3 medium-range ballistic missile (MRBM), which had its initial flight test in July 1998. In addition, Iran’s
Defense Minister last year publicly acknowledged the development of the Shahab-4, originally calling it a more
capable ballistic missile than the Shahab-3, but later categorizing it as solely a space launch vehicle with no military
applications. Iran’s Defense Minister also has publicly mentioned plans for a “Shahab 5.” Such statements, made
against the backdrop of sustained cooperation with Russian, North Korean, and Chinese entities, strongly suggest that
Tehran intends to develop a longer-range ballistic missile capability in the near future.

• Beginning in January 1998, the Russian Government took a number of steps to increase its oversight of entities
involved in dealings with Iran and other states of proliferation concern. In 1999, it pushed a new export control law
through the Duma. Russian firms, however, faced economic pressures to circumvent these controls and did so in some
cases. The Russian Government, moreover, failed in some cases regarding Iran to enforce its export controls. Following
repeated warnings, the US Government in January 1998 and January 1999 imposed administrative measures against
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Russian entities that had engaged in nuclear- and missile-related cooperation with Iran. The measures imposed on these
and other Russian entities (which were penalized in 1998) remain in effect, although sanctions against two entities—
Polyus and Inor—are being lifted.   

• On the ACW side, Iran (which has acknowledged a need for Western military equipment and spare parts) continues to
acquire Western equipment, such as attack helicopters, but also is developing indigenous production capabilities with
assistance from countries such as Russia, China, and North Korea. Indigenous efforts involve such systems as tanks,
TOW missiles, fighter aircraft, Chinese-designed SAMs and anti-ship missiles, and attack helicopters.

• …Russian entities (have) continued to supply a variety of ballistic missile-related goods and technical know-how to
countries such as Iran, India, and Libya. Iran’s earlier success in gaining technology and materials from Russian entities
accelerated Iranian development of the Shahab-3 MRBM, which was first flight-tested in July 1998. Russian entities
during the second six months of 1999 have provided substantial missile-related technology, training, and expertise to
Iran that almost certainly will continue to accelerate Iranian efforts to develop new ballistic missile systems.

Chemical Weapons

• Iran purchased large amounts of chemical defense gear from the mid-1980s onwards. Iran also obtained stocks of non-lethal
CS gas, although it quickly found such agents had very limited military impact since they could only be used effectively in
closed areas or very small open areas.

• Acquiring poisonous chemical agents was more difficult. Iran did not have any internal capacity to manufacture poisonous
chemical agents when Iraq first launched its attacks with such weapons. While Iran seems to have made limited use of
chemical mortar and artillery rounds as early as 1985 -- and possibly as early as 1984 -- these rounds were almost certainly
captured from Iraq.

• Iran had to covertly import the necessary equipment and supplies, and it took several years to get substantial amounts of
production equipment, and the necessary feedstocks. Iran sought aid from European firms like Lurgi to produce large
"pesticide" plants, and began to try to obtain the needed feedstock from a wide range of sources, relying heavily on its
Embassy in Bonn to manage the necessary deals. While Lurgi did not provide the pesticide plant Iran sought, Iran did obtain
substantial support from other European firms and feedstocks from many other Western sources.

• By 1986-1987, Iran developed the capability to produce enough lethal agents to load its own weapons. The Director of the
CIA, and informed observers in the Gulf, made it clear that Iran could produce blood agents like hydrogen cyanide,
phosgene gas, and/or chlorine gas. Iran was also able to weaponize limited quantities of blister (sulfur mustard) and blood
(cyanide) agents beginning in 1987, and had some capability to weaponize phosgene gas, and/or chlorine gas. These
chemical agents were produced in small batches, and evidently under laboratory scale conditions, which enabled Iran to load
small numbers of weapons before any of its new major production plants went into full operation.

• These gas agents were loaded into bombs and artillery shells, and were used sporadically against Iraq in 1987 and 1988. 

• Reports regarding Iran’s production and research facilities are highly uncertain:

• Iran seems to have completed completion of a major poison gas plant at Qazvin, about 150 kilometers west of Tehran.
This plant is reported to have been completed between November, 1987 and January, 1988. While supposedly a
pesticide plant, the facility’s true purpose seems to have been poison gas production using organophosphorous
compounds.

• Debates took place in the Iranian parliament or Majlis in late 1988 over the safety of Pasdaran gas plants located near
Iranian towns, and that Rafsanjani described chemical weapons as follows: "Chemical and biological weapons are poor
man's atomic bombs and can easily be produced. We should at least consider them for our defense. Although the use of such
weapons is inhuman, the war taught us that international laws are only scraps of paper."

• Post Iran-Iraq War estimates of Iran chemical weapons production are extremely uncertain:

• US experts believe Iran was beginning to produce significant mustard gas and nerve gas by the time of the August,
1988 cease-fire in the Iran-Iraq War, although its use of chemical weapons remained limited and had little impact on
the fighting

• Iran’s efforts to equip plants to produce V-agent nerve gases seem to have been delayed by US, British, and German
efforts to limit technology transfers to Iran, but Iran may have acquired the capability to produce persistent nerve gas
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during the mid 1990s.

• Production of nerve gas weapons started no later than 1994.

• Began to stockpile of cyanide (cyanogen chloride), phosgene, and mustard gas weapons after 1985. Recent CIA
testimony indicates that production capacity may approach 1,000 tons annually.

• Weapons include bombs and artillery. Shells include 155 mm artillery and mortar rounds. Iran also has chemical bombs and
mines. It may have developmental chemical warheads for its Scuds, and may have a chemical package for its 22006 RPV
(doubtful).

• There are reports that Iran has deployed chemical weapons on some of its ships.

• Iran has increased chemical defensive and offensive warfare training since 1993.

• Iran is seeking to buy more advanced chemical defense equipment, and has sought to buy specialized equipment on world
market to develop indigenous capability to produce advanced feedstocks for nerve weapons.

• CIA sources indicated in late 1996, that China might have supplied Iran with up to 400 tons of chemicals for the
production of nerve gas.

• One report indicated in 1996, that Iran obtained 400 metric tons of chemical for use in nerve gas weapons from China -
- including carbon sulfide.

• Another report indicated that China supplied Iran with roughly two tons of calcium-hypochlorate in 1996, and loaded
another 40,000 barrels in January or February of 1997. Calcium-hypochlorate  is used for decontamination in chemical
warfare.

• Iran placed several significant orders from China that were not delivered. Razak Industries in Tehran, and Chemical
and Pharmaceutical Industries in Tabriz ordered 49 metric tons of alkyl dimethylamine, a chemical used in making
detergents, and 17 tons of sodium sulfide, a chemical used in making mustard gas. The orders were never delivered, but
they were brokered by Iran’s International Movalled Industries Corporation (Imaco) and China’s North Chemical
Industries Co. (Nocinco). Both brokers have been linked to other transactions affecting Iran’s chemical weapons
program since early 1995, and Nocinco has supplied Iran with several hundred tons of carbon disulfide, a chemical uses
in nerve gas.

• The US imposed sanctions on seven Chinese firms in May, 1997, for selling precursors for nerve gas and equipment for
making nerve gas -- although the US made it clear that it had, “no evidence that the Chinese government was
involved.” The Chinese firms were the Nanjing Chemical Industries Group and Jiangsu Yongli Chemical Engineering
and Import/Export Corporation. Cheong Yee Ltd., a Hong Kong firm, was also involved. The precursors included
tionyl chloride, dimethylamine, and ethylene chlorohydril. The equipment included special glass lined vessels, and
Nanjing Chemical and Industrial Group completed construction of a production plant to manufacture such vessels in
Iran in June, 1997.

• Iran sought to obtain impregnated Alumina, which is used to make phosphorous-oxychloride -- a major component of
VX and GB -- from the US.

• It has obtained some equipment from Israelis. Nahum Manbar, an Israeli national living in France, was convicted in an
Israeli court in May 1997 for providing Iran with $16 million worth of production equipment for mustard and nerve gas
during the period from 1990 to 1995.

• CIA reported in June 1997 that Iran had obtained new chemical weapons equipment technology from China and India
in 1996.

• India is assisting in the construction of a major new plant at Qazvim, near Tehran, to manufacture phosphorous
pentasulfide, a major precursor for nerve gas. The plant is fronted by Meli Agrochemicals, and the program was
negotiated by Dr. Mejid Tehrani Abbaspour, a chief security advisor to Rafsanjani.

• A recent report by German intelligence indicates that Iran has made major efforts to acquire the equipment necessary to
produce Sarin and Tabun, using the same cover of purchasing equipment for pesticide plants that Iraq used for its Sa’ad
16 plant in the 1980s. German sources note that three Indian companies -- Tata Consulting Engineering, Transpek, and
Rallis India -- have approached German pharmaceutical and engineering concerns for such equipment and technology
under conditions where German intelligence was able to trace the end user to Iran
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• Iran ratified the Chemical Weapons Convention in June 1997.

• It has not provided the CWC with any data on its chemical weapons program.

• The CIA estimated in January 1999 that Iran obtained material related to chemical warfare (CW) from various sources
during the first half of 1998. It already has manufactured and stockpiled chemical weapons, including blister, blood, and
choking agents and the bombs and artillery shells for delivering them. However, Tehran is seeking foreign equipment and
expertise to create a more advanced and self-sufficient CW infrastructure.

• The CIA stated that Chinese entities sought to supply Iran with CW-related chemicals during 1997-1998 period. The US
sanctions imposed in May 1997 on seven Chinese entities for knowingly and materially contributing to Iran’s CW program
remain in effect.

• The DCI Nonproliferation Center (NPC) reported in February 2000 that Iran, a Chemical Weapons Convention (CWC)
party, already has manufactured and stockpiled chemical weapons, including blister, blood, and choking agents and the
bombs and artillery shells for delivering them. During the first half of 1999, Tehran continued to seek production
technology, expertise, and chemicals that could be used as precursor agents in its chemical warfare (CW) program from
entities in Russia and China. It also acquired or attempted to acquire indirectly through intermediaries in other countries
equipment and material that could be used to create a more advanced and self-sufficient CW infrastructure.

• Russian entities remain a significant source of biotechnology and chemicals for Iran. Russia’s world-leading expertise
in biological and chemical weapons would make it an attractive target for Iranians seeking technical information and
training on BW and CW agent production processes.

• Chinese firms had supplied CW-related production equipment and technology to Iran. The US sanctions imposed in
May 1997 on seven Chinese entities for knowingly and materially contributing to Iran’s CW program remain in effect.
In June 1998, China announced that it had expanded its chemical export controls to include 10 of the 20 Australia
Group chemicals not listed on the CWC schedules.

• A CIA report in August 2000 summarized the state of chemical weapons proliferation in Iran as follows,18

• Iran remains one of the most active countries seeking to acquire WMD and ACW technology from abroad. In doing so,
Tehran is attempting to develop an indigenous capability to produce various types of weapons—nuclear, chemical, and
biological—and their delivery systems. During the reporting period, the evidence indicates increased reflections of
Iranian efforts to acquire WMD- and ACW- related equipment, materials, and technology primarily on entities in
Russia, China, North Korea and Western Europe.

• Iran, a Chemical Weapons Convention (CWC) party, already has manufactured and stockpiled chemical weapons,
including blister, blood, and choking agents and the bombs and artillery shells for delivering them. During the second
half of 1999, Tehran continued to seek production technology, training, expertise, and chemicals that could be used as
precursor agents in its chemical warfare (CW) program from entities in Russia and China. It also acquired or attempted
to acquire indirectly through intermediaries in other countries equipment and material that could be used to create a
more advanced and self-sufficient CW infrastructure.

• Russian entities remain a significant source of biotechnology and chemicals for Iran. Russia’s world-leading expertise
in biological and chemical weapons would make it an attractive target for Iranians seeking technical information and
training on BW and CW agent production processes. Russia (along with its sister republics in the FSU) also remains an
important source of conventional weapons and spare parts for Iran, which is seeking to upgrade and replace its existing
conventional weapons inventories.

• Throughout the second half of 1999, North Korea continued to export significant ballistic missile-related equipment
and missile components, materials, and technical expertise to countries in the Middle East, South Asia, and North
Africa. P’yongyang attaches a high priority to the development and sale of ballistic missiles, equipment, and related
technology. Exports of ballistic missiles and related technology are one of the North’s major sources of hard currency,
which fuel continued missile development and production.

• Prior to the reporting period, Chinese firms had supplied CW-related production equipment and technology to Iran. The
US sanctions imposed in May 1997 on seven Chinese entities for knowingly and materially contributing to Iran’s CW
program remain in effect. Evidence during the current reporting period suggests Iran continues to seek such assistance
from Chinese entities, but it is unclear to what extent these efforts have succeeded. In June 1998, China announced that
it had expanded its chemical export controls to include 10 of the 20 Australia Group chemicals not listed on the CWC
schedules.



Homeland Defense and NMD                                                       1/24/01                                                 Page 22

.

Copyright CSIS, all rights reserved

Biological Weapons

• Extensive laboratory and research capability.

• Weapons effort documented as early as 1982. Reports surfaced that Iran had imported suitable type cultures from Europe
and was working on the production of Mycotoxins -- a relatively simple family of biological agents that require only limited
laboratory facilities for small scale production.

• US intelligence sources reported in August, 1989, that Iran was trying to buy two new strains of fungus from Canada and the
Netherlands that can be used to produce Mycotoxins. German sources indicated that Iran had successfully purchased such
cultures several years earlier.

• The Imam Reza Medical Center at Mashhad Medical Sciences University and the Iranian Research Organization for Science
and Technology were identified as the end users for this purchasing effort, but it is likely that the true end user was an
Iranian government agency specializing in biological warfare.

• Many experts believe that the Iranian biological weapons effort was placed under the control of the Islamic Revolutionary
Guards Corps, which is known to have tried to purchase suitable production equipment for such weapons.

• Since the Iran-Iraq War, Iran has conducted research on more lethal active agents like Anthrax, hoof and mouth disease, and
biotoxins. In addition, Iranian groups have repeatedly approached various European firms for the equipment and technology
necessary to work with these diseases and toxins.

• Unclassified sources of uncertain reliability have identified a facility at Damghan as working on both biological and
chemical weapons research and production, and believe that Iran may be producing biological weapons at a pesticide
facility near Tehran.

• Some universities and research centers may be linked to biological weapons program.

• Reports surfaced in the spring of 1993 that Iran had succeeded in obtaining advanced biological weapons technology in
Switzerland and containment equipment and technology from Germany. According to these reports, this led to serious
damage to computer facilities in a Swiss biological research facility by unidentified agents. Similar reports indicated
that agents had destroyed German bio-containment equipment destined for Iran.

• More credible reports by US experts indicate that Iran has begun to stockpile anthrax and Botulinum in a facility near
Tabriz, can now mass manufacture such agents, and has them in an aerosol form. None of these reports, however, can
be verified.

• The CIA has reported that Iran has, “sought dual-use biotech equipment from Europe and Asia, ostensibly for civilian
use.” It also reported in 1996 that Iran might be ready to deploy biological weapons. Beyond this point, little
unclassified information exists regarding the details of Iran's effort to “weaponize” and produce biological weapons.

• Iran may have the production technology to make dry storable and aerosol weapons. This would allow it to develop suitable
missile warheads and bombs and covert devices.

• Iran may have begun active weapons production in 1996, but probably only at limited scale suitable for advanced testing and
development.

• CIA testimony indicates that Iran is believed to have weaponized both live agents and toxins for artillery and bombs and
may be pursuing biological warheads for its missiles. The CIA reported in 1996 that, “We believe that Iran holds some
stocks of biological agents and weapons. Tehran probably has investigated both toxins and live organisms as biological
warfare agents. Iran has the technical infrastructure to support a significant biological weapons program with little foreign
assistance.

• CIA reported in June 1997 that Iran had obtained new dual use technology from China and India during 1996.

• Iran announced in June 1997 that it would not produce or employ chemical weapons including toxins.

• The CIA estimated in January 1999 that Iran continued to pursue purchasing dual-use biotechnical equipment from Russia
and other countries, ostensibly for civilian uses. Its biological warfare (BW) program began during the Iran-Iraq war, and
Iran may have some limited capability for BW deployment. Outside assistance is both important and difficult to prevent,
given the dual-use nature of the materials and equipment being sought and the many legitimate end uses for these items.

• Russia remains a key source of biotechnology for Iran. Russia’s world-leading expertise in biological weapons makes it an
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attractive target for Iranians seeking technical information and training on BW agent production processes.

• The DCI Nonproliferation Center (NPC) reported in February 2000 that Tehran continued to seek considerable dual-use
biotechnical equipment from entities in Russia and Western Europe, ostensibly for civilian uses. Iran began a biological
warfare (BW) program during the Iran-Iraq war, and it may have some limited capability for BW deployment. Outside
assistance is both important and difficult to prevent, given the dual-use nature of the materials, the equipment being sought,
and the many legitimate end uses for these items.

• A CIA report in August 2000 summarized the state of biological weapons proliferation in Iran as follows,19

• For the reporting period, Tehran expanded its efforts to seek considerable dual-use biotechnical materials, equipment,
and expertise from abroad—primarily from entities in Russia and Western Europe—ostensibly for civilian uses. Iran
began a biological warfare (BW) program during the Iran-Iraq war, and it may have some limited capability for BW
deployment. Outside assistance is both important and difficult to prevent, given the dual-use nature of the materials, the
equipment being sought, and the many legitimate end uses for these items.

• Russian entities remain a significant source of biotechnology and chemicals for Iran. Russia’s world-leading expertise
in biological and chemical weapons would make it an attractive target for Iranians seeking technical information and
training on BW and CW agent production processes. Russia (along with its sister republics in the FSU) also remains an
important source of conventional weapons and spare parts for Iran, which is seeking to upgrade and replace its existing
conventional weapons inventories.

• The IAEA reports that Iran has fully complied with its present requirements, and that it has found no indications of nuclear
weapons effort, but IAEA only inspects Iran’s small research reactors.

• The IAEA visits to other Iranian sites are not inspections, and do not use instruments, cameras, seals, etc. The are
informal walk-throughs.

• The IAEA visited five suspect Iranian facilities in 1992 and 1993 in this manner, but did not conduct full inspections.

• Iran has not had any 93+2 inspections and its position on improved inspections is that it will not be either the first or
the last to have them.

• Iranian officials have repeatedly complained that the West tolerated Iraqi use of chemical weapons and its nuclear and
biological build-up during the Iran-Iraq War, and has a dual standard where it does not demand inspections of Israel or
that Israel sign the NPT.

• These are reasons to assume that Iran still has a nuclear program:

• Iran attempted to buy highly enriched fissile material from Khazakstan. The US paid between $20 million and $30
million to buy 1,300 pounds of highly enriched uranium from the Ust-Kamenogorsk facility in Khazakstan that Iran
may have sought to acquire in 1992. A total of 120 pounds of the material -- enough for two bombs -- cannot be fully
accounted for.

• Those aspects of Iran's program that are visible indicate that Iran has had only uncertain success. Argentina agreed to
train Iranian technicians at its Jose Balaseiro Nuclear Institute, and sold Iran $5.5 million worth of uranium for its small
Amirabad Nuclear Research Center reactor in May 1987. A CENA team visited Iran in late 1987 and early 1988, and
seems to have discussed selling sell Iran the technology necessary to operate its reactor with 20% enriched uranium as
a substitute for the highly enriched core provided by the US, and possibly uranium enrichment and plutonium
reprocessing technology as well. Changes in Argentina's government, however, made it much less willing to support
proliferation. The Argentine government announced in February, 1992, that it was canceling an $18 million nuclear
technology sale to Iran because it had not signed a nuclear safeguards arrangement. Argentine press sources suggested,
however, that Argentina was reacting to US pressure.

• In February, 1990 a Spanish paper reported that Associated Enterprises of Spain was negotiating the completion of the
two nuclear power plants at Bushehr. Another Spanish firm called ENUSA (National Uranium Enterprises) was to
provide the fuel, and Kraftwerke Union (KWU) would be involved. Later reports indicated that a 10 man delegation
from Iran's Ministry of Industry was in Madrid negotiating with the Director of Associated Enterprises, Adolofo Garcia
Rodriguez.

• Iran negotiated with Kraftwerke Union and CENA of Germany in the late 1980s and early 1990s. Iran attempted to
import reactor parts from Siemens in Germany and Skoda in Czechoslovakia. None of these efforts solved Iran’s
problems in rebuilding its reactor program, but all demonstrate the depth of its interest.
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• Iran took other measures to strengthen its nuclear program during the early 1990s. It installed a cyclotron from Ion Beam
Applications in Belgium at a facility in Karzaj in 1991.

• Iran conducted experiments in uranium enrichment and centrifuge technology at its Sharif University of Technology in
Tehran. Sharif University was also linked to efforts to import cylinders of fluorine suitable for processing enriched
material, and attempts to import specialized magnets that can be used for centrifuges, from Thyssen in Germany in
1991.

• In 1992, Iran attempted to buy beryllium from a storage site in Kazakhstan that also was storing 600 kilograms of
highly enriched uranium. These contacts then seem to have expanded to an attempt to try the material, In 1994, they
helped lead the US to buy the enriched material and fly it out of the country.

• It is clear from Iran’s imports that it has sought centrifuge technology ever since. Although many of Iran’s efforts have
never been made public, British customs officials seized 110 pounds of maraging steel being shipped to Iran in July
1996.

• Iran seems to have conducted research into plutonium separation and Iranians published research on uses of tritium that
had applications to nuclear weapons boosting. Iran also obtained a wide range of US and other nuclear literature with
applications for weapons designs. Italian inspectors seized eight steam condensers bound for Iran that could be used in
a covert reactor program in 1993, and high technology ultrasound equipment suitable for reactor testing at the port of
Bari in January, 1994.

• Other aspects of Iran’s nuclear research effort had potential weapons applications. Iran continued to operate an
Argentine-fueled five megawatt light water highly enriched uranium reactor at the University of Tehran. It is operated
by a Chinese-supplied neutron source research reactor, and subcritical assemblies with 900 grams of highly enriched
uranium, at its Isfahan Nuclear Research Center. This Center has experimented with a heavy water zero-power reactor,
a light water sub-critical reactor, and a graphite sub-critical reactor. In addition, it may have experimented with some
aspects of nuclear weapons design.

• Iran claims it eventually needs to build enough nuclear reactors to provide 20% of its electric power. This Iranian nuclear
power program presents serious problems in terms of proliferation. Although the reactors are scarcely ideal for irradiating
material to produce Plutonium or cannibalizing the core, they do provide Iran with the technology base to make its own
reactors, have involved other technology transfer helpful to Iran in proliferating and can be used to produce weapons if Iran
rejects IAEA safeguards.

• Russian has agreed to build up to four reactors, beginning with a complex at Bushehr -- with two 1,000-1,200 megawatt
reactors and two 465 megawatt reactors, and provide significant nuclear technology.

• Russia has consistently claimed the light water reactor designs for Bushehr cannot be used to produce weapons grade
Plutonium and are similar to the reactors the US is providing to North Korea.

• The US has claimed, however, that Victor Mikhaliov, the head of Russia’s Atomic Energy Ministry, proposed the sale
of a centrifuge plant in April, 1995.  The US also indicated that it had persuaded Russia not to sell Iran centrifuge
technology as part of the reactor deal during the summit meeting between President’s Clinton and Yeltsin in May,
1995.

• It was only after US pressure that Russia publicly stated that it never planned to sell centrifuge and advanced
enrichment technology to Iran, and Iran denied that it had ever been interested in such technology. For example, the
statement of Mohammed Sadegh Ayatollahi, Iran’s representative to the IAEA, stated that, “We’ve had contracts
before for the Bushehr plant in which we agreed that the spent fuel would go back to the supplier. For our contract with
the Russians and Chinese, it is the same.” According to some reports, Russia was to reprocess the fuel at its Mayak
plant near Chelyabinsk in the Urals, and could store it at an existing facility, at Krasnoyarsk-26 in southern Siberia.

• The CIA reported in June 1997 that Iran had obtained new nuclear technology from Russia during 1996.

• A nuclear accident at plant at Rasht, six miles north of Gilan, exposed about 50 people to radiation in July, 1996.

• Russian Nuclear Energy Minister Yevgeny Adamov and Russian Deputy Prime Minister Vladimir Bulgak visited in
March, 1998. and Iran and dismissed US complaints about the risk the reactors would be used to proliferate.

• Russia indicated that it would go ahead with selling two more reactors for construction at Bushehr within the next
five years.

• The first 1,000 megawatt reactor at Bushehr has experienced serious construction delays. In March, 1998, Russia and
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Iran agreed to turn the construction project into a turn key plant because the Iranian firms working on infrastructure had
fallen well behind schedule. In February, Iran had agreed to fund improved safety systems. The reactor is reported to be
on a 30- month completion cycle.

• The US persuaded the Ukraine not to sell Iran $45 million worth of turbines for its nuclear plant in early March, 1998,
and to strengthen its controls on Ukrainian missile technology under the MTCR.

• The CIA reported in January 1999 that Russia remained a key supplier for civilian nuclear programs in Iran and, to a lesser
extent, India. With respect to Iran’s nuclear infrastructure, Russian assistance would enhance Iran’s ability to support a
nuclear weapons development effort. Such assistance is less likely to significantly advance India’s effort, given that India’s
nuclear weapons program is more mature. By its very nature, even the transfer of civilian technology may be of use in the
nuclear weapons programs of these countries.

• Following intense and continuing engagement with the United States, Russian officials have taken some positive
steps. Russia has committed to observe certain limits on its nuclear cooperation with Iran, such as not providing militarily
useful nuclear technology. 

• In January 1998, the Russian Government issued a broad decree prohibiting Russian companies from exporting items known
or believed to be used for developing WMD or related delivery systems, whether or not these items are on Russia’s export
control list. In May 1998, Russia announced a decree intended to strengthen compliance of Russian businesses with existing
export controls on proliferation-related items. These actions, if enforced, could help to counter the proliferation of WMD
and their delivery systems. 

• However, there are signs that Russian entities have continued to engage in behavior inconsistent with these
steps. Monitoring Russian proliferation behavior, therefore, will have to remain a very high priority for some time to come.

• On January 14, 2000, Russia’s Minister of Defense Igor Ivanavov met with Hassan Rowhani, the secretary of Iran’s
Supreme National Security Council, and promised that Russia would maintain defense cooperation, and that Russia,
“intends to fulfill its obligations under the agrements made in 1989-1990.”

• The same day, Vice Minister Ilya Klebanov met with Hassan Rowhani, and announced that Iran might order three additional
Russian reactors.

• The CIA warned in January 2000 that Russia might have sold Iran  heavy water and graphite technology.

• The CIA reported in January 1999 that China continued to take steps to strengthen its control over nuclear exports. China
promulgated new export control regulations in June 1998 that cover the sale of dual-use nuclear equipment. This follows on
the heels of the September 1997 promulgation of controls covering the export of equipment and materials associated
exclusively with nuclear applications. These export controls should give the Chinese Government greater accounting and
control of the transfer of equipment, materials, and technology to nuclear programs in countries of concern.

• China pledged in late 1997 not to engage in any new nuclear cooperation with Iran and to complete work on two remaining
nuclear projects—a small research reactor and a zirconium production facility—in a relatively short period of time. During
the first half of 1998, Beijing appears to have implemented this pledge. The Intelligence Community will continue to
monitor carefully Chinese nuclear cooperation with Iran.

• During the reporting period, Chinese entities provided a variety of missile-related items and assistance to several countries
of proliferation concern. China also was an important supplier of ACW to Iran through the first half of 1998.

• The control of fissile material in the FSU remains a major problem:

• US estimates indicate the FSU left a legacy of some 1,485 tons of nuclear material. This include 770 tons in some
27,000 weapons, including 816 strategic bombs, 5,434 missile warheads, and about 20,000 theater and tactical
weapons. In addition, there were 715 tons of fissile or near-fissile material in eight countries of the FSU in over 50
sites: enough to make 35,000-40,000 bombs.

• There are large numbers of experienced FSU technicians, including those at the Russian weapons design center at
Arzamas, and at nuclear production complexes at Chelyabinsk, Krasnoyarsk, and Tomsk.

• These factors led the US to conduct Operation Sapphire in 1994, where the US removed 600 kilograms of highly
enriched uranium from the Ulba Metallurgy Plant in Kazakhstan at a time Iran was negotiating for the material.

• They also led to Britain and the US cooperating in Auburn Endeavor, and airlifting fissile material out of a nuclear
research facility in Tiblisi, Georgia. There were 10 pounds of material at the institute, and 8.8 pounds were HEU. (It
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takes about 35 pounds to make a bomb.) This operation was reported in the New York Times on April 21, 1998. The
British government confirmed it took place, but would not give the date.

• The Jerusalem Post reported on April 9, 1998 that Iran had purchased four tactical nuclear weapons from Russian smugglers
for $25 million in the early 1990s, that the weapons had been obtained from Kazakhstan in 1991, and that Argentine
technicians were helping to activate the weapon.

• It quoted what it claimed was an Iranian report, dated December 26, 1991, of a meeting between Brigadier General
Rahim Safavi, the Deputy Commander of the Revolutionary Guards and Reza Amrohalli, then head of the Iranian
atomic energy organization.

• It also quoted a second document -- dated January 2, 1992 --- saying the Iranians were awaiting the arrival of Russian
technicians to show them how to disarm the protection systems that would otherwise inactivate the weapons if anyone
attempted to use them.

• The documents implied the weapons were flawed by did not indicate whether Iran had succeeded in activating them.

• The US intelligence community denied any evidence that such a transfer had taken place.

• The most detailed reports of Iran’s nuclear weapons program are the least reliable, and come from the People's Mujahideen, a
violent, anti-regime, terrorist group. Such claims are very doubtful, but the People’s Mujahideen has reported that:

• Iran’s facilities include a weapons site called Ma'allem Kelayah, near Qazvin on the Caspian. This is said to be an IRGC-
run facility established in 1987, which has involved an Iranian investment of $300 million. Supposedly, the site was to
house the 10 megawatt reactor Iran tried to buy from India.

• Two Soviet reactors were to be installed at a large site at Gorgan on the Caspian, under the direction of Russian
physicists.

• The People's Republic of China provided uranium enrichment equipment and technicians for the site at Darkhouin, where
Iran once planned to build a French reactor.

• A nuclear reactor was being constructed at Karaj; and that another nuclear weapons facility exists in the south central part
of Iran, near the Iraqi border.

• The ammonia and urea plant that the British firm M. W. Kellog was building at Borujerd in Khorassan province, near the
border with Turkestan, might be adapted to produce heavy water.

• The Amir Kabar Technical University, the Atomic Energy Organization of Iran (AEOI) (also known as the Organization
for Atomic Energy of Iran or AEOI), Dor Argham Ltd., the Education and Research Institute, GAM Iranian
Communications, Ghoods Research Center, Iran Argham Co., Iran Electronic Industries, Iranian Research Organization,
Ministry of Sepah, Research and Development Group, Sezemane Sanaye Defa, the Sharif University of Technology,
Taradis Iran Computer Company, and Zakaria Al-Razi Chemical Company are all participants in the Iranian nuclear
weapons effort.

• Other sources based on opposition data have listed the Atomic Energy Organization of Iran, the Laser Research Center
and Ibn-e Heysam Research and Laboratory Complex, the Bonab Atomic Energy Research Center (East Azerbaijan), the
Imam Hussein University of the Revolutionary Guards, the Jabit bin al-Hayyan Laboratory, the Khoshomi uranium mine
(Yazd), a possible site at Moallem Kalayeh, the Nuclear Research Center at Tehran University, the Nuclear Research
Center for Agriculture and Medicine (Karaj), the Nuclear Research Center of Technology (Isfahan), the Saghand Uranium
mine (Yazd), the Sharif University (Tehran) and its Physics Research Center.

• The CIA estimated in January 1999 that Iran remains one of the most active countries seeking to acquire WMD
technology and ACW. During the reporting period, Iran focused its efforts to acquire WMD-related equipment, materials,
and technology primarily on two countries: Russia and China. Iran is seeking to develop an indigenous capability to
produce various types of nuclear, chemical, and biological weapons and their delivery systems. It also stated that,

• Russian entities continued to market and support a variety of nuclear-related projects in Iran during the first half of 1998,
ranging from the sale of laboratory equipment for nuclear research institutes to the construction of a 1,000-megawatt nuclear
power reactor in Bushehr, Iran, that will be subject to International Atomic Energy Agency (IAEA) safeguards. These
projects, along with other nuclear-related purchases, will help Iran augment its nuclear technology infrastructure, which in
turn would be useful in supporting nuclear weapons research and development.

• Russia has committed to observe certain limits on its nuclear cooperation with Iran. For example, President Yel’tsin has
stated publicly that Russia will not provide militarily useful nuclear technology to Iran. Beginning in January this year, the
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Russian Government has taken a number of steps. For example, in May 1998, Russia announced a decree intended to
strengthen compliance of Russian businesses with existing export controls on proliferation-related items.

• China continued to work on one of its two remaining projects—to supply Iran’s civil nuclear program with a zirconium
production facility. This facility will be used by Iran to produce cladding for reactor fuel. As a party to the Nuclear
Nonproliferation Treaty, Iran is required to apply IAEA safeguards to nuclear fuel, but safeguards are not required for the
zirconium plant or its products. During the US-China October 1997 Summit, China pledged not to engage in any new
nuclear cooperation with Iran and to complete cooperation on two ongoing nuclear projects in a relatively short time. This
pledge appears to be holding. In addition, China promulgated new export regulations in June 1998 that cover the sale of
dual-use nuclear equipment. The regulations took effect immediately and were intended to strengthen control over
equipment and material that would contribute to proliferation. Promulgation of these regulations fulfills Jiang Zemin’s
commitment to the United States last fall to implement such controls by the middle of 1998.

• Iran claims to desire the establishment of a complete nuclear fuel cycle for its civilian energy program. In that guise, it seeks
to obtain whole facilities, such as a uranium conversion facility, that, in fact, could be used in any number of ways in
support of efforts to produce fissile material needed for a nuclear weapon. Despite outside efforts to curtail the flow of
critical technologies and equipment, Tehran continues to seek fissile material and technology for weapons development and
has set up an elaborate system of military and civilian organizations to support its effort.

• The DCI Nonproliferation Center (NPC) reported in February 2000 that Iran sought nuclear-related equipment, material, and
technical expertise from a variety of sources, especially in Russia, during the first half of 1999. Work continues on the
construction of a 1,000-megawatt nuclear power reactor in Bushehr, Iran, that will be subject to International Atomic Energy
Agency (IAEA) safeguards. In addition, Russian entities continued to interact with Iranian research centers on various
activities. These projects will help Iran augment its nuclear technology infrastructure, which in turn would be useful in
supporting nuclear weapons research and development. The expertise and technology gained, along with the commercial
channels and contacts established-even from cooperation that appears strictly civilian in nature-could be used to advance
Iran’s nuclear weapons research and developmental program.  It also reported that:

• Russia has committed to observe certain limits on its nuclear cooperation with Iran. For example, President Yel’tsin has
stated publicly that Russia will not provide militarily useful nuclear technology to Iran. Beginning in January 1998, the
Russian Government took a number of steps to increase its oversight of entities involved in dealings with Iran and other
states of proliferation concern. In 1999, it pushed a new export control law through the Duma. Russian firms, however,
faced economic pressures to circumvent these controls and did so in some cases. The Russian Government, moreover, failed
in some cases regarding Iran to enforce its export controls. Following repeated warnings, the US Government in January
1999 imposed administrative measures against Russian entities that had engaged in nuclear- and missile-related cooperation
with Iran. The measures imposed on these and other Russian entities (which were identified in 1998) remain in effect.

• Following intense and continuing engagement with the US, Russian officials took some positive steps to enhance oversight
of Russian entities and their interaction with countries of concern. Russia has reiterated previous commitments to observe
certain limits on its nuclear cooperation with Iran, such as not providing militarily useful nuclear technology, although-as
indicated above-Russia continues to provide Iran with nuclear technology that could be applied to Iran’s weapons program.
President Yel’tsin in July 1999 signed a federal export control law, which formally makes WMD-related transfers a
violation of law and codifies several existing decrees-including catch-all controls-yet may lessen punishment for violators.

• China pledged in October 1997 not to engage in any new nuclear cooperation with Iran but said it would complete
cooperation on two ongoing nuclear projects, a small research reactor and a zirconium production facility at Esfahan that
Iran will use to produce cladding for reactor fuel. The pledge appears to be holding. As a party to the Nuclear
Nonproliferation Treaty (NPT), Iran is required to apply IAEA safeguards to nuclear fuel, but safeguards are not required for
the zirconium plant or its products.

• Iran is attempting to establish a complete nuclear fuel cycle for its civilian energy program. In that guise, it seeks to obtain
whole facilities, such as a uranium conversion facility, that, in fact, could be used in any number of ways in support of
efforts to produce fissile material needed for a nuclear weapon. Despite international efforts to curtail the flow of critical
technologies and equipment, Tehran continues to seek fissile material and technology for weapons development and has set
up an elaborate system of military and civilian organizations to support its effort.

• The Washington Times reported on June 30, 2000, that a June 8th U.S. intelligence report by the National Security Agency,
had stated that stated that Russia is sending tritium gas to a nuclear weapons research center in Tehran.

• The Iranian Ministry of Defense stated on January 18, 2000 that, “The Islamic Republic of Iran, which has taken the
initiative to launch a dialogue of civilizations does not need to resort to nuclear weapons…or violence.”



Homeland Defense and NMD                                                       1/24/01                                                 Page 28

.

Copyright CSIS, all rights reserved

• On May 17, 2000, Gholamreza Aghazadeh, the head of Iran’s Atomic Energy Organization told the visting Director General
of the IAEA, Mohammed Elbaradei, that Iran was seeking IAEA help in running a nuclear research center west of Teheran
studying nuclear applications in medicine and agriculture. He again stated that Iran opposed the use of nuclear technology in
weapons, and claimed that Iran’s nuclear power program had suffered because of US efforts to block technology transfer.

• US estimates of Iran’s progress in acquiring nuclear weapons have changed over time.

• In 1992, the CIA estimated that Iran would have the bomb by the year 2000. In 1995, John Holum testified that Iran
could have the bomb by 2003.

•  In 1997, after two years in which Iran might have made progress, he testified that Iran could have the bomb by 2005-
2007.

• In 1999, the NIE on proliferation estimated that Iran could test a missile that could reach the US by 2010, but did not
change the 1997 estimate or when Iran might acquire a bomb.

• In early 2000, the New York Time reported that the CIA had warned that Iran might now be able to maker a nuclear
weapon. The assessment stated that the CIA could not monitor Iran closely enough to be certain whether Iran had
acquired fissile material from an outside source.

• US experts increasingly refer to Iran’s efforts as “creeping proliferation” and there is no way to tell when or if Iranian
current efforts will produce a weapon, and unclassified lists of potential facilities have little credibility..

• Timing of weapons acquisition depends heavily on whether Iran can buy fissile material -- if so it has the design
capability and can produce weapons in 1-2 years -- or must develop the capability to process Plutonium or enrich
Uranium -- in which case, it is likely to be 5-10 years.

Missile Defenses

• Seeking Russian S-300 or S-400 surface-to-air missile system with limited anti tactical ballistic missile capability.
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